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Abstract

In this work, a comparison study between unidimensional (UD) coherent-state and UD
squeezed-state protocols is performed in the continuous variable quantum key distri-
bution domain. First, a UD squeezed-state protocol is proposed, and the equivalence
between the prepare-and-measure and entanglement-based schemes of UD squeezed-
state protocol is proved. Then, the security of the UD squeezed-state protocol under
collective attack in realistic conditions is analyzed. Finally, the performance of the
two UD protocols is compared. Based on the uniform expressions established in our
study, the squeezed- and coherent-state protocols can be analyzed simply by varying
the squeezing parameter.

Keywords Unidimensional squeezed-state protocol - Unidimensional coherent-state
protocol - Continuous variable quantum key distribution

1 Introduction

The unconditional security of quantum key distribution (QKD) prevents information
from being eavesdropped; it is expected that this technology will be used for a wide
variety of applications in the future with the advent of quantum information technology.
In general, QKD technology can be categorized into discrete-variable and continuous-
variable (CV) QKD protocols [1, 2]. CV-QKD protocols encode information into
continuous quadrature components of quantum states and utilize homodyne detectors
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instead of single-photon detectors. The CV-QKD protocols typically provide a high
secret key rate at a relatively short distance; in addition, they have good compatibility
with the classical communication networks [3-25].

Based on the utilized quantum states, the CV-QKD protocols can be classified as
coherent-state protocols, squeezed-state protocols, and entanglement-state protocols.
In general, it is believed that the squeezed-state and entanglement-state protocols per-
form better than the coherent-state protocols; however, because coherent-state sources
are easy to prepare, coherent-state protocols have also been widely researched. To date,
many protocols to improve or simplify a QKD system have been proposed, including a
unidimensional (UD) coherent-state protocol [26], three-coherent-state protocol [27],
and method for passive state preparation [28]. The advantages of the UD coherent-
state protocol include easy modulation, low costs, and less random numbers [29, 30].
In the case of a small amount of excess noise, the UD coherent-state protocol per-
forms almost as well as the two-dimensional (TD) coherent-state protocol (GGO02).
Therefore, the UD coherent-state protocol has the potential to be used for applications
in various scenarios, such as in QKD local area networks, where the transmission
distance between users is typically short and cost is a key concern.

Thus far, the UD modulation method has only focused on the coherent-state pro-
tocol. In this study, a UD squeezed-state protocol was proposed and the equivalence
between the prepare-and-measure (PM) scheme and entanglement-based (EB) scheme
of the protocol was proved. Using the uniform expression introduced in our study for
the squeezed and coherent states, we can analyze and compare the two protocols
conveniently.

The remainder of this paper is organized as follows. In Sect. 2, the proposed UD
squeezed-state protocol is presented; in addition, the equivalence of PM and EB
schemes is discussed. Section 3 presents the security analysis of the UD squeezed-state
protocol under collective attack in realistic conditions using the EB scheme. Further,
Sect. 4 presents a comparison of the performance between the UD squeezed-state and
UD coherent-state protocols. Finally, our conclusions are provided in Sect. 5.

2 UD squeezed and coherent-state protocols

2.1 PM scheme for UD squeezed or coherent-state protocols

Itis well known that one of the quadrature variances of squeezed states is lower than the
vacuum fluctuation, whereas the other quadrature variance is higher than the vacuum

fluctuation. When the amplitude quadrature, which is denoted by x, is squeezed, the
covariance matrix is given by

e 0
Vx = ( 0 e2s>v (1)
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where s > 0 is the squeezing parameter. When the phase quadrature, which is denoted
by y, is squeezed, the covariance matrix is given by

2s 0
yy = <e0 ezs>~ @)

The covariance matrix of the coherent state is

y=<é?> 3)

In order to describe the three types of states uniformly in our study, the covariance

matrix is described as follows:
1 / ro0
y - ( O r)v (4)

where r represents the variance of the phase quadrature. For 0 < r < 1, the matrix
represents the covariance matrix of the phase quadrature squeezed state or y-squeezed
state, whereas whenr > 1, the matrix represents the covariance matrix of the amplitude
quadrature squeezed state or x-squeezed state. Further, when r = 1, the matrix is the
covariance matrix of the coherent state. It should be noted that all the variances in
our study are normalized to the shot noise. Based on this uniform expression, we can
analyze these protocols conveniently.

The traditional TD squeezed-state protocol in the PM scheme proposed in [5] is
described as follows: Alice randomly prepares x-squeezed states displaced along x-
or y-squeezed states displaced along y with a Gaussian distribution. The covariance
matrix of the mixed Gaussian state with the null mean value is given by

(Vu+e > 0\ (¥ 0 (Vo
Vsym—( 0 ezs)_<0 VM+e2“>_<O V>’ &)

where V) is the modulation variance, and we define e =2+ V) = 25 = V. Itisevident
that the mixed Gaussian state has a same covariance matrix as the thermal state with
variance V, which cannot be discriminated whether it is derived from the mixture of
x-squeezed states or mixture of y-squeezed states. In this case, the information can be
safely encoded in two conjugate quadratures.

Similar to the UD coherent-state protocol, for the UD squeezed-state protocol in the
PM scheme, Alice displaces the squeezed state along one quadrature with a Gaussian
distribution. The squeezed state can be either the y-squeezed state as shown in Fig. 1a
or x-squeezed state as shown in Fig. 1b. Figure 2c presents the scheme of the UD
coherent-state protocol. The modulation variance along the amplitude quadrature is
Vy. At Bob’s station, he measures the amplitude or phase quadratures by switching
the detection bases randomly with true random numbers.

After Bob has measured a series of signal pulses, the two partners perform the
sifting and post-processing steps, which are described as follows:
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Fig. 1 UD distributed squeezed states in the phase space. a Phase quadrature squeezed state. b Amplitude
quadrature squeezed state. ¢ Coherent state
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Fig. 2 Schematic of the EB scheme of the UD protocol under realistic conditions

1. Bob discloses the random measurement base of each pulse, and Alice records the
data corresponding to the cases wherein Bob measures the amplitude quadrature.

2. Bob declares publicly part of his data to estimate the channel parameters of the
amplitude quadrature, i.e., the transmission efficiency and excess noise.

3. Using the channel parameters of the amplitude quadrature and the variance of the
phase quadrature, the secret key rate is estimated.

4. Alice and Bob perform data reconciliation and privacy amplification to extract
secret keys from raw keys.

2.2 Equivalence of the PM and EB schemes in UD protocols

Most of the current experimental systems for CV-QKD protocols are based on PM
schemes because they are easy to implement in practice. However, in theory, it is
difficult to analyze the security of such protocols based on the PM schemes. On the
contrary, theoretical analysis based on the EB scheme can be performed appropriately;
the involved entangled states lead to simple and feasible calculations [2]. In particular,
in the case of the UD protocol, security analysis based on the EB scheme has more
advantages than that based on the PM scheme. The covariance matrices obtained using
the EB schemes contain the constraints of phase quadrature; however, these constraints
are difficult to obtain using the PM scheme.

In the EB scheme shown in Fig. 2, Alice prepares an Einstein—Podolsky—Rosen
(EPR) state p4 g, with covariance matrix y4p, as follows:

. JV2 1.
VAB()=< V.DL Vv 1 az>’ ©6)

NVi_1l.0, V-DL
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where I, = diag(1, 1) and o, = diag(1, —1). Then, Alice squeezes one of its modes

By with the squeezing parameter S = 1n,/V / r. The resulting covariance matrix y4s
is

yas = (L ® SQ)yag, (L. ® SQ)"

14 0 v(vi-1)/r 0
B 0 14 0 —/r(v?=-1)/v
V- /r 0 v2/r 0
i 0 —Jr(vi=1)/v 0 r
_ [ ya oas
~ Lods s ] @

where S Q is the squeezing operator, which is given by

SO — JV/r 0
0= 0 1/JV/r]

Here, y4 and yg are the covariance matrices of the modes A and S, respectively, and
045 1s the correlation matrix of the two modes.

The state p; that Alice sending to Bob depends on the measurement of mode A.
When the modulation is performed on the amplitude quadrature of the state in the PM
scheme, Alice will conduct homodyne detection on the amplitude quadrature of the
EPR state in the equivalent EB scheme. The covariance matrix of mode S conditioned
on Alice’s measurement result x4 can be derived using

®

vst =vs —oas(X - ya- XOMPol, ©

where X = diag(1, 0), and MP denotes the Moore—Penrose inverse of a matrix. After
a straightforward calculation, we can obtain the result

yin — (16’ ?) (10)

Before A_lice’s measurement, the two modes of state p4g5 are centered on djf =
(0, 0) and dg' = (0, 0). The homodyne detection on mode A, denoted by m = (x4, 0),
projects the mode S to the squeezed or coherent state centered on

™ :oAS(X.yA.X)MP<m—dgl)+dgn, (11)

which can be simplified to

dgt = (V2 =1) [rV - (x4, 0). (12)

@ Springer



344 Page6of15 X.Wang et al.

From the covariance matrix y4 of mode A, we can observe that the variance of x4 is
V. Therefore, the variance of the center value of mode S is
2 2 1

\% \%4
Var(d3") = v -Var(xy) = — — —. (13)
r r r

The variance of the amplitude quadrature for mode S conditioned on Alice’s mea-
surement result x4, 1 / r, plus the variance of the center value will give rise to the

total variance V2 / r. These correspond to the variance of the initial state 1 / r, and the

modulation variance Vyy = (V2 — 1) / r in the PM scheme, respectively. Therefore,
the two schemes are indistinguishable for Bob and Eve, i.e., they are equivalent.

3 Security analysis of the UD coherent- and squeezed-state protocols
under realistic conditions

In this section, we present the security analysis of the UD coherent and squeezed-state
protocols with direct reconciliation (DR) and reverse reconciliation (RR).

3.1 Security analysis of the UD protocols in the RR condition

The asymptotic secret key rate against collective attacks in the RR condition can be
calculated as follows:

Al = B - 1o — XBE> (14)

where g is the reconciliation efficiency; thus far, the highest value achieved is 99.96%
[31]. Iap is the Shannon mutual information between Alice and Bob. xpg is the
Holevo bound, which represents the maximum information eavesdropped by Eve under
collective attacks.

I4p can be calculated using Shannon’s equation as follows:

1
Ixp = = logy, ——, (15)

where V4 is the variance of the amplitude quadrature of Alice’s state, which can be
found at the first diagonal element of covariance matrix y4p,

/1+}’VM O /\/TxVM(1+rVM)1/4 O

B 0 NiETay 0 S e
VAB, = m(l + rVM)1/4 0 Tx(VM + l/r + Xlinex) 0
B B
0 Cy' 0 vy

Here, xiinex = (1 — TY) / Ty + & is the channel noise in amplitude quadrature added
relative to the channel input, (1 — 7%) / T is the noise due to channel losses, and ¢ is

the excess noise in the amplitude quadrature. C f ! is the unknown correlation of phase
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quadratures, and y B , which could be measured experimentally, is the variance of the
phase quadrature. The conditional variance Vy4|p is the first diagonal element of the
conditional matrix y4|g, which can be derived as follows:

vaip = va —oap(XypX)MP ol (17)

where X = diag(1, 0). y4, vB, and o4 p are submatrices of the covariance matrix y4p

i VT+rVy 0 VT V(1 +r V)4 0
0 VT+rVy 0 ch i
YAB = | /nTeVar (1 +rVip)'/* 0 nTe(Var + 1/ 7+ Xore) 0
i 0 Cflﬁ 0 U(V;}l +Xh0m)
[ YA OAB
= _ 18
_UZB VB] (1%

Here, xhom = (1 + ve) / n — 1 is the noise introduced by the realistic homodyne
detector relative to Bob’s input in the amplitude quadrature, and X = Xlinex +
Xhom / T, is the total noise added between Alice and Bob relative to the channel input
in the amplitude quadrature. v is the electronic noise of the homodyne detector.
Finally, the Shannon mutual information can be derived as follows:

1 1/r+Vy+
Ixp = - log, M ) (19)
2 1/r+X[0t

To obtain the covariance matrix y4p,, it is convenient to assume that Eve holds
a purification of state psp,. Considering the freedom-in-purification theorem, any
purification of p4p, that Eve may possess will result in the same entropy and hence
the same Holevo information xpr [32]. Here, we suppose that Eve generates an EPR
state p, - with covariance matrix y, - and replaces the channel with alossless channel
in which she inserts a beam splitter with phase-sensitive transmission 7y and Ty (as
shown in Fig. 3). The beam splitter mixes the modes S and E " Then, Eve retains one
of the output modes F for herself and passes the other mode Bj to Bob. This process
can be expressed as follows:

vag e = (L ® BSsp @ D) - (Yas ® vy ) - (b ® BSspr @ ). (20)

The covariance matrix y4pgrpy can be obtained using a similar procedure as shown
below:

vagra = (L ® BSp,ry ® 1) - (va, ® vron) - (I ® BSp, g, ® 12)T~ (21)

In order to analyze the security of the protocol easily, the realistic homodyne detector
is generally modeled by a beam splitter BSp, g, with a transmission efficiency n
and ideal homodyne detector (as shown in Fig. 2). The electronic noise v,; of the
homodyne detector can be modeled by model Ry of the ERP state pg,y with variance
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Fig. 3 Beam splitter mode of the Bob
channel

T, v

/9
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v

Channel

Vy = 1+ ve /(1 — n) entering the other input port of the beam splitter. Because the
detector cannot be accessed by the eavesdropper, it is considered that the detector has
phase-insensitive efficiency.

The Holevo bound that represents the maximum information eavesdropped by Eve
in the RR condition is defined as

xsE = S(orE) — S(pg)- (22)

Because the quantum states psp, Fe and pf\”R ypp are all pure states, we have
S(pap,) = S(prE) and S(pp'r) = S(04%y)- XBE can be rewritten as

xBE = S(paBy) — S(O4ry): (23)

where S(p) is the von Neumann entropy of the quantum state p. For an n-mode
Gaussian state p, this entropy can be calculated using the symplectic eigenvalues of
the covariance matrix y characterizing p as follows:

ri—1
S(p) = ZG(T), (24)

where G(x) = (x + 1) log, (x + 1) —x log, x. In general, the symplectic eigenvalues of
covariance matrix y with » mode can be obtained by finding the absolute eigenvalues
of the matrix i £2y, where the matrix §2 is given by

n 01
szejl[—lo}' (25)

. . Xp Xp . .
The covariance matrix y 5 5 of the state p’»;; can be derived using
Xp MP _T
Yarn = YARH — OARH:B(XYBX)" " Oprpy.ps (26)
where yAarH, VB, and O';R 1. are submatrices of the matrix yaggp as shown below:

YARH UARH;Bj|' @7)

YARHB = [ T
OARH;B VB
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The covariance matrix y4 gy p is obtained by rearranging the lines and columns of the
matrix yapry. In the above expression (23), there are two unknown variables C 5 !

and VyB ', To find the secret key rate, we need to constraint them using the Heisenberg
uncertainty principle [33]:

YAB, + i2=>0. (28)

Then, the following parabolic equation can be derived:

2 V2 -1 .
(chr-c) = e (v vp), (29)
4 1/}’ + Xlinex
where
(V2—1)/r 1
Co=— and V= 30)

\/TxV(l/r"‘Xlinex) Tx(l/r"‘Xlinex).
Figure 4 shows a black parabolic curve between C f "and Vf‘ . The parameter r is set to
1.1, which indicates that 1-dB x-squeezed states are generated. The other parameters
are setas B = 0.99, V)yy = 3, Ty = 0.1, &, = 0.01, n = 0.6, and v = 0.1. The
entire plane is divided into physical and unphysical regions by the parabolic curve. In
particular, the physical region is contained in the parabolic curve. In the unphysical
region, the values of C f "and VyB1 cannot be satisfied simultaneously. The cyan curve
with the secret key rate of zero separates the entire physical region into secure and
unsecure regions. The secret key rate in the secure region is larger than zero, whereas
it is less than zero in the unsecured region. For a fixed value VyBl , there is a group
of secret key rates with different values of Cf ', To find the minimum secret key rate
Alyin, € f ! is scanned in the secure region to find the specific correlation of phase
quadratures Cfrlni - Itis evident that different values of VyB1 result in different C fllni e
The red and green lines in Fig. 4 record the trajectory of Cfrlnin in the secure region,
where the red line indicates that the points with minimum secret key rate lie on the
parabolic curve. When the value of VyB1 increases, the points with the minimum secret
key rate gradually separate from the parabolic curve, which is denoted by the green
line. The minimum secret key rate as a function of Vf' is shown in Fig. 5.

When the transmission efficiency 7, and the excess noise ¢, in the phase quadra-
ture equal the transmission efficiency 7y and the excess noise ¢, in the amplitude
quadrature, the variance of the phase quadrature VyB1 can be derived as follows:

VI 121, = Te(r + Xiinex)- (€29)
It is depicted as the black virtual line in Figs. 4 and 5. The minimum secret key rate

for the phase quadrature variance VyBl |Tx:Ty is used to estimate the secret key rate for
a typical quantum channel using a single-mode fiber.

@ Springer



344  Page100f 15 X.Wang et al.

Fig. 4 Regions of the UD 1-dB s " i i
x-squeezed-state protocol under '
realistic detection conditions -0.25¢ Lo
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3.2 Security analysis of the UD protocols in the DR condition

The minimum secret key rate Al,;,, in the DR condition can be calculated using the
following equations:

{AIZ,B‘IAB_XAE. 32)

vap +if2 >0

Here, the mutual information I4p and the covariance matrix y4p, are the same as
those in the RR condition. The information eavesdropped by Eve in the DR condition
is denoted by Holevo bound x4, which can be calculated by

xaE = S(pEr) — S(0g)- (33)

@ Springer



Advantages of the coherent state compared with squeezed... Page110f15 344

-
o
°

- r=0.6]
= = r=0.8
r=1
—-=r=12H

s=r=14
r=0.1

=06

r=1 |4

-
o
T
‘.7

N
o
&
T
/
/
/
/
L

10 L L L P
5 10 15 20 0.0 0.2 0.4 0.6 0.8 1.0 1.2

Channel Losses (dB) Channel Losses (dB)
(a) (b)

Fig. 6 Minimum secret key rate versus channel losses at different squeezing parameters. a RR condition. b
DR condition. The other parameters are setto 8 = 0.99, ex = 0.01, 7 = 0.6, ve] = 0.1, and the modulation
variances are optimized
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Because the states pg BIEF and pgf‘R H FE are pure states, we can rewrite x4g as
XAE = S(pAB) — S(PERp)- (34)

Notably, state ,og“l £ 18 also a pure state; thus, S(pZ”F) =S (pg"l ) Therefore, Eq. (34)
can be simplified to

XAE = S(pap,) — S(pg‘;). (35)

The remaining calculations and analysis are similar to the procedures in the RR
condition. We directly present the comparison results of the UD protocols in the RR
and DR conditions in the next section.

4 Performance comparison of the UD coherent- and squeezed-state
protocols

The secret key rate A I,i,, versus distance for different squeezing parameters is plotted
in Fig. 6 in which (a) and (b) present the cases in the RR and DR conditions, respec-
tively. The black solid line represents the squeezed parameter r = 1 (coherent state).
The blue dash and blue dot lines represent the phase quadrature squeezed states with
squeezing parameters of » = 0.8 and r = 0.6, respectively. The squeezed parameters
of the red dash-dot and red dash-dot-dot lines are r = 1.2 and r = 1.4, respectively,
both of which represent the amplitude quadrature squeezed state.

In the RR condition, we observe that neither the amplitude quadrature nor the phase
quadrature squeezed state performs better than the coherent state when the channel
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Fig. 7 Minimum secret key rate versus parameter r at different transmission efficiencies in RR and DR
conditions. The parameters are set to 8 = 0.99, ey = 0.01, n = 0.6, and ve; = 0.1. The modulation
variances at different transmission efficiencies are optimized. a RR condition. The red, blue, yellow, green
lines correspond to the transmission efficiencies 7y = 0.1 (50km), 0.6 (10 km), 0.3 (26 km), and 0.8 (5 km),
respectively. b DR condition. The red, blue, yellow, green lines correspond to the transmission efficiencies
Ty = 0.83 (4km), 0.87 (3km), 0.91 (2 km) and 0.96 (1 km), respectively (Color fiure online)

loss is higher than 2 dB. In general, the larger the degree of squeezing, the lower
the performance. This phenomenon is different from the TD protocols in which the
squeezed-state protocol performs better than the coherent-state protocol [2, 34]. In the
DR condition, it is clear that the amplitude squeezed state still has a lower performance
than the coherent state. Different from the RR condition, the phase quadrature squeezed
state presents a better performance than the coherent state. However, strong squeezing
is not necessarily beneficial to the system, as shown by the green line in Fig. 6b.

In order to investigate the performance of the UD protocol in detail, the minimum
secret key rate Alp,;, versus parameter r at different transmission efficiencies is
plotted in Fig. 7. Four curves correspond to four different transmission efficiencies.
The performance in both the RR (a) and DR (b) conditions is analyzed. For all curves,
the minimum secret key rate reaches its peak value at the region of r < 11i.e., the phase-
squeezed states have the best performance at a special r. In contrast, the amplitude
squeezed states always present a lower performance than the coherent states. For each
curve, we denote the peak point as “best r”” and the range of r, which has a secret key
rate larger than that of the coherent state, as “better r.”

In the RR condition, when the distance increases, the range of better » decreases and
the value of the best » moves closer to 1. Owing to the relatively flat top of the curve, the
minimum secret key rate at the point of best r approximately equals the value at point
r = 1 or the coherent state. In the DR condition, when the distance increases, the range
of better r also decreases; however, the value of the best r increases at first, and then
moves farther from 1. When 7, = 0.83 (corresponding to a transmission distance of
4 km in telecom single-mode fiber), the coherent-state protocol is no longer available
in the DR condition. However, the coherent-state protocol in the RR condition at a
longer distance (T = 0.8, green line in Fig. 7a) is available and has a higher secret key
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rate than that of the squeezed-state protocol at best » in the DR condition (7 = 0.83,
red line in Fig. 7b).

5 Conclusions

In this work, we proposed a UD squeezed-state protocol. A uniform expression is
designed to analyze the UD squeezed-state protocol and UD coherent-state protocol
conveniently by simply varying a parameter r. The equivalence of the PM and EB
scheme of the UD protocols is proved based on this uniform expression. Then, the
security of UD protocols under collective attacks is proved in both the RR and DR
conditions.

In contrast to the two-dimensional squeezed-state protocol, where higher squeezing
usually obtains a better performance, in the UD protocol, the phase-squeezed state
can present a better performance than the coherent state for a relatively long distance
(RR condition); however, the improvement and the required optimal squeezing level
are small. In the DR condition, the improvement due to the phase-squeezed state is
more obvious than that in the RR condition. However, the distance is limited, and
its performance is inferior to that of the coherent state in the RR condition except
that 7, is very close to 1. Considering the coherent state is easy to prepare than the
squeezed state and the performance improvement arising from the squeezing effect
is not significant, the coherent state is still appealing and has advantages in the UD
domain from a practical viewpoint.

For future research and experiments, an integration of CV-QKD in the deployed
optical-network-based UD coherent-state protocol is expected [35], particularly, when
the cost is a key concern. In theory, the composable security [36, 37] of the UD
coherent-state protocol will be considered.
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