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ABSTRACT
High-speed true random number generator is a building block in the modern information security system. We propose and demonstrate
an efficient high-speed true random number generator based on multiple parallel self-timed rings (STRs). To improve the security, we eval-
uate the randomness of the entropy source by min-entropy and exploit the information-theoretically provable Toeplitz-hashing extractor.
To minimize the consumption of hardware resources of a field programmable gate array at a predetermined high throughput and maxi-
mize the throughput with the limited hardware resources, we systematically derive and investigate the dependence of the data throughput
and the total consumed resources of the random number generator on the system parameters. On this basis, we make a joint optimization
for the degree of parallelism of the STRs and the extraction efficiency of the extractor. A 10-Gbps true random number generator is imple-
mented efficiently, so that the output random bits can pass all the National Institute of Standards and Technology (NIST) and Dieharder test
suites.
Published under license by AIP Publishing. https://doi.org/10.1063/5.0035519

I. INTRODUCTION

True random number generators (TRNGs) play a crucial role
in the modern information security field such as key preparation
in symmetric algorithms, challenges generation in authentication,1
and blinding values.2 In certain cryptographic systems, TRNGs are
required to generate keys for information encryption and decryp-
tion to achieve private communication tasks. The throughput of a
random bit sequence required for a high speed cryptographic sys-
tem is usually close to the order of Gbps. Therefore, it is necessary
to design TRNGs with features of both high throughput and high
quality randomness.

Over the past few years, a variety of TRNGs employing the
random behavior of electronic noise have been proposed and
implemented, such as chaotic mapping,3–5 sampling oscillator jit-
ter,6–8 and metastable circuit.9–11 They can be implemented on
digital platforms, such as application specific integrated circuit
(ASIC) and field programmable gate array (FPGA) device,12–14

which can attain a high throughput and is more suitable for inte-
grated systems. However, it has been shown that the realization
of digital chaos mapping may lead to pseudo-randomness due

to limited calculation accuracy.15 The TRNGs based on metastable
events are very sensitive to the manufacturing process and varia-
tions of operating conditions; in addition, precise delay control is
also a challenge for metastable circuits.16 Sampling oscillator jit-
ter17–19 is a preferred method to generate random numbers because
of its simple structure and has been widely used in FPGAs. Among
various implementations of sampling oscillator jitter, self-timed
rings (STRs) are a suitable source of entropy and more robust to
environmental fluctuations and process variability.19 In the work
of Cherkaoui et al.,20 an entropy assessment model of the STR
random generator was proposed, and a throughput of 200 Mbps
on the FPGA was demonstrated. Recently, a staged-running STR
architecture was proposed to achieve better performance with a
large number of nodes and a complex mapping method,21 which
consume many of hardware resources of the FPGA. Note that
most of the proposed TRNGs focus on improving the random-
ness of the generation, and the effective use of large-scale resources
is still lacking of systematic analysis. This is critical for practi-
cal applications of the high-speed TRNG based on the FPGA in
which small area, low power consumption, and cost are the main
concerns.
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For a realistic TRNG, the original random bitstream inevitably
mixes with deterministic noises, such as power supply noise, and
usually does not have satisfactory statistical characteristics. More
importantly, from a security point of view, these deterministic noises
may be known or manipulated by malicious attackers. A reliable
post-processing process is crucial to ensure the quality of the ran-
dom number generator. A Von Neumann corrector can eliminate
the bias of the bit sequence but at the cost of a high loss of the raw bit
sequence.22 Some other attractive correctors based on linear func-
tions have also been used in post-processing such as linear feedback
shift register7 or resilient corrector.17 It was shown that the generator
polynomial with the BCH code and the parity-check polynomial20

are effective in lowering the adversary bias. The above-mentioned
methods can improve the randomness of an initial bit sequence in
some specific designs; however, the generated randomness based
on these extractors is not information-theoretically provable and
produces potentially weak security.

In this paper, we designed and implemented an efficient, high
quality, and high-speed TRNG based on multiple parallel STRs in
the FPGA. To ensure the high throughput of the generated ran-
dom numbers, we proposed a parallel STR structure as a source of
entropy of our TRNG. We also evaluated the randomness of entropy
source by min-entropy instead of Shannon-entropy and exploited
the information-theoretically provable Toeplitz-hashing extractor23

to derive the lower bound of the randomness. We proposed an
approach to optimize the structure of the entropy source and post-
processing to achieve a hardware-efficient architecture that is suit-
able for compact implementations of the TRNG. To this end, the
degree of parallelism of the STRs and the extraction efficiency of the
extractor are carefully balanced to obtain the given throughput with
the lowest resources assumption and to maximize the throughput
with the limited hardware resources.

This article is organized as follows. In Sec. II, we provide back-
ground information of the STRs. In Sec. III, we present the random
number generator based on the STR and analyze the security of each
part theoretically in which min-entropy and the Toeplitz-hashing
extractor are used in post-processing to quantify the randomness
and distill the random bitstream. In Sec. IV, we propose a hardware-
efficient architecture based on multiple parallel STRs and present the
experimental results. Section V gives the statistical test results of the
random number sequence and the comparison of our TRNG with
other FPGA-based TRNGs. In Secs. VI and VII, a discussion and a
conclusion are given, respectively.

II. SELF-TIMED RING OSCILLATOR
The schematic of the STR is shown in Fig. 1. It is composed of

L elemental stages, and each stage has four ports: the forward input
port F, the reverse input port R, the initialize input port S, and the
output port C. Each stage consists of a Muller gate and an inverter
and can be implemented by the Look-Up-Table (LUT) in the FPGA.
The output port C also acts as a feedback loop in LUT to hold the
value of the stage. As shown in Fig. 1, different stages of the STR
are successively connected, and the output signal Ci of the stage i is
not only connected to the forward input port Fi+1 of the stage i + 1
but also connected to the reverse input port Ri−1 of the stage i − 1.
In this way, a handshake protocol is realized by interconnecting L
stages, and a stable periodic signal is generated.

FIG. 1. STR architecture.

The output behavior of the STR can be described by bubbles
and tokens. If Ci of the stage i is not equal to Ci−1 of the stage i − 1,
then the stage i contains a token. Conversely, if Ci is equal to Ci−1,
then the stage i contains a bubble. When Ci is not equal to Ci−1 and
Ci is equal to Ci+1, the token will propagate from the stage i to the
stage i + 1 and the bubble will propagate in the opposite direction.
The STR operation process includes two phases: initialization and
generation. During the initialization phase, the number of tokens
(NT) and the number of bubbles (NB) in the STR are set by con-
figuring the initial values of each stage. In the generation phase, each
stage of the STR outputs a stable periodic signal. The ratio of NT/NB
can affect the propagation mode of the event and the frequency of
the output signal in the STR. It is also related to the ratio of D ff /Drr ,
where D ff is the forward propagation delay and Drr is the reverse
propagation delay. Two modes exist for the events, a burst oscil-
lation mode and an evenly spaced oscillation mode. When NT/NB
satisfies

NT

NB
≈ D ff

Drr
, (1)

the events run in an evenly spaced oscillation mode.24 The difference
between NB and NT is smaller, and the frequency of the output peri-
odic oscillation signal is higher. Compared with a burst oscillation
mode, the STR running in an evenly spaced propagation mode is
more suitable for generating random numbers because of its higher
oscillation frequency and good random quality.

III. STR-BASED TRUE RANDOM NUMBER GENERATOR
To achieve a reliable TRNG, we propose a STR-based scheme,

in which a jitter acquisition unit and an information-theoretically
provable post-processing unit are exploited. We use the phase jitter
of the periodic signal of the STR as the source of entropy. The jitter
noise of the period signal Ci is discretized into raw binary random
bits by D flip–flop (DFF). Then, an XOR logic gate combines all the
jitter regions that are contributed by each STR stage. Since all output
signals of the STR propagate with the same intervals (phase reso-
lution), there will be no overlapping areas of jitters after perform-
ing the XOR operation, which improves the utilization of entropy.
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Therefore, jitter boundary and phase resolution are two key parame-
ters that determine the quality of the randomness for the STR-based
TRNG. The raw random bits synchronized with the system clock
by synchronization (SYNC) unit are fed into the post-processing
unit, which produces an almost uniformly distributed random
sequence.

A. Jitter and phase resolution
The phase jitter of the periodic signal in the STR serves as the

source of entropy. The sources of the jitter are mainly caused by
local noises, such as flicker noise, thermal noise, and shot noise, and
global noises caused by the operating environment such as power
supply noise and electromagnetic environment noise.25 The jitter
that produces true randomness only depends on the local noise.
Global deterministic noise is detrimental to random number gen-
erators, and attackers can predict and manipulate them to launch
an attack. For the STR, different events propagate simultaneously,
and the deterministic noise affects each event in the same way.26

In this case, the impact of the global deterministic noise on the jit-
ter of the output signal will be greatly suppressed. Therefore, the
STR structure is robust to withstand the deterministic noise in the
system.

In the evenly spaced propagation mode, all the output Ci are
synchronous signals with the same period T. The phase resolu-
tion Δφ refers to the interval between the entropy sources. Larger
Δφ means a bigger interval between the entropy sources, which
is not conducive to the extraction of random numbers. When
NT and L are co-prime, the phase resolution between two adja-
cent output signals is determined by Δφ = T/2L, where the out-
put period T of the STR is a function of NT/L. Without chang-
ing the frequency of the STR, larger L can improve Δφ. For a
given L, the smaller the oscillation period T of the STR, the
higher the phase resolution Δφ, which is beneficial to extract ran-
dom numbers. However, larger L requires more resources con-
sumption. In Sec. IV, we will investigate the tradeoff between the
resources consumption and generation rate of the random number
generator.

B. Entropy acquisition
In the process of data acquisition from the STR jitter, the sam-

pling clock is a critical factor that should been considered. The
sensitivity of the sampling clock to temperature and power supply
will affect the correlation and stability of the statistical characteris-
tics of the TRNG’s output sequence. To reliably harvest the entropy
from the STR jitter, one of the STR outputs is selected to serve
as the sampling clock in our scheme due to its robustness to the
fluctuations of the temperature and voltage. Moreover, since the
power frequency can also affect the deterministic jitter noise, when
the sampling clock of the TRNG is generated by theSTR, the risk
of power frequency attacks can be significantly reduced. The STR-
based TRNG allows sampling frequencies fs up to the oscillating
frequency of the STR.20 Here, we use one of the STR outputs to real-
ize trigger acquisition of the phase jitter. In this case, the sampling
clock is synchronized with the STR, which suppresses the pseudo-
randomness as well as maximizing the throughput of the random
numbers.27

C. Post-processing
1. Entropy assessment

The objective of entropy assessment is to provide a lower bound
of randomness as a function of STR-based TRNG’s characteristics.
We quantify the randomness by min-entropy instead of Shannon-
entropy, which represents the average information of a random dis-
tribution in Ref. 20. The min-entropy for a binary variable X with
distribution P(X) is directly related to the maximum probability of
any measurement results and is defined by

Hmin = −log2[Pmax(X = μ)], μ = 1 or 0. (2)

Based on the theoretical model of the entropy source,20 the
following assumptions are made:

(1) Since the effective entropy source mainly comes from the
local Gaussian jitter, the jitter of the STR output periodic sig-
nal follows a Gaussian distribution N(Δφ2 , σ2), where Δφ is
the phase resolution and σ is the jitter variance.

(2) Sampling clock is an ideal clock without jitter.
(3) The entropy of non-adjacent events after sampling and XOR

is approximately 0 so that H(ψ) ≈ H(Rj−1 ⊗ Rj).

The sampling bits Rj are combined by XOR operation to gen-
erate the random bit ψ. The probability of the random bit ψ can be
determined by

P(ψ = 0) = p1(1 − p2) + p2(1 − p2), (3)

where p1 = p(tXj ≤ ts) and p2 = p(tXj+1 ≤ ts).
From (3), we can see that P(ψ = 0) depends on the relative

positions of tXj, tXj−1, and ts, where tXj is the time of the event
Xj. Equation (3) can also be expressed by the cumulative distri-
bution function Φ of the standard normal distribution N(0, 1) as
follows:

P(ψ = 0) = Φ( ts − Δφ
2

σ
) +Φ( ts + Δφ

2
σ
)

− 2Φ( ts − Δφ
2

σ
)Φ( ts + Δφ

2
σ
). (4)

Combine (2) and (4), the min-entropy of the random sequence
is given by

Hmin = −log2[Pmax(ψ = 0)]. (5)

From (4) and (5), it is known that the min-entropy Hmin
depends on the jitter variance σ, the phase resolution Δφ, and the
sampling time ts. Notice that the sampling time ts cannot be accu-
rately controlled. To obtain a lower bound on the min-entropy Hmin,
we illustrate the relationship between the sampling time ts and the
min-entropy under different σ. As shown in Fig. 2, the min-entropy
reaches its lower bound value at ts = 0. Hereafter, we use the lower
bound of the min-entropy for the random number generator, which
corresponds to the worst-case scenario.

To evaluate the effect of the length of STR stages L on the
min-entropy, the dependence of the min-entropy Hmin on L is plot-
ted, where k = σ/T. As shown in Fig. 3, when the stages-length L is
small, the extractable entropy is limited, particularly for the case of
small jitter variance. For large L, sufficient entropy can be extracted
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FIG. 2. The min-entropy as a function of the sampling time ts under different jitter
variance σ, Δφ = 10.

even if the jitter variance is small. Therefore, the min-entropy can be
effectively improved by increasing L.

2. Toeplitz-hashing extractor
In general, the raw random bit sequence from the STR

has a slight bias phenomenon and a weak correlation is existed
between the bits, which deteriorate the randomness of the out-
put bit sequence. To solve this problem, an extractor is usually
used in the post-processing process to distill the randomness. The
Toeplitz-hashing extractor, one of the universal hash functions, has
been proved to be a strong extractor by leftover hash lemma.28

One of the advantages of this strong extractor is that it can reuse

FIG. 3. The min-entropy per output bit vs the STR stage L under different k.

the random seed. Therefore, the outputs of multiple STRs can
be processed simultaneously by multiple extractors with the same
seed.23 Another advantage is the simple construction of the Toeplitz
matrix. Only the elements of the first row and the first column of
the matrix need to be initialized, and other elements in the matrix
can be obtained from the elements of the first row and the first col-
umn. Compared with the conventional universal hash function that
requires m × n random bits to construct, the Toeplitz matrix greatly
reduces the consumed random bits to m + n − 1.

To further improve the randomness, we consider the security
parameter ε, which represents the statistical distance between two
probability distributions of the generated random string and a per-
fectly random string. If the statistical distance of two probability
distributions A and B on the same domain T is bounded by ε, they
are ε-close,

∥A − B∥ = 1
2∑u∈T
∣P(A = u) − P(B = u)∣ ≤ ε. (6)

Considering the security parameter ε, the output length n of a
Toeplitz-hashing extractor is given by

n = mHmin − log
1
ε2 , (7)

where m is the length of the raw random bit sequence. From (7),
we can see that m affects the extraction rate γ = n/m of a random
number extractor. We define the extraction efficiency η as the ratio
of extraction rate to the min-entropy,

η = γ
Hmin

. (8)

Given a security parameter ε = 2−50, the extraction efficiency η
under different input lengths m can be calculated using (7) and (8).
As shown in Fig. 4, given the min-entropy, the extraction effi-
ciency increases with the input length and gradually reaches its

FIG. 4. The extraction efficiency γ of the extractor vs the input length of the random
sequence m under different min-entropy. The security parameter is set to ε = 2−50.
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extreme value. When the min-entropy is small and the length
of the input random sequence is not long enough, there will
be no extractable random numbers. For large min-entropy, high
extraction efficiency can be achieved at a small input length.
Notice that the input length m of the random sequence is equal
to the number of column of the Toeplitz matrix, and a small
m means less use of hardware resources. Therefore, it is nec-
essary to balance the extraction efficiency and resources con-
sumption during the design of hardware-based Toeplitz-hashing
extractor.

IV. PROPOSED ARCHITECTURES
AND IMPLEMENTATION

Due to the limited bandwidth of the output signal from the
STR, it is difficult to achieve Gbps throughput with a single STR-
based TRNG. To realize a high-speed random number generator,
we propose a TRNG scheme based on multiple parallel STRs. As
shown in Fig. 5, a number of parallel STR channels run simulta-
neously, and each channel consists of a L-stage STR, an entropy
acquisition unit, and a synchronization unit. The configuration
unit is used to initialize the STRs. The random number gen-
erated by all the channels uses time division multiplexing tech-
nology to transmit data to the post-processing unit through the
Multiplexer (MUX) unit, which is controlled by the data control
unit. In addition, to test the statistical properties of the generated
random numbers, a portion of the random numbers are trans-
ferred to a personal computer through the Gigabit Ethernet port,
where a statistical characteristics analysis is performed with National
Institute of Standards and Technology (NIST) and Dieharder test
suites.

The proposed scheme is implemented on a Xilinx Virtex-7
FPGA device XC7VX485T, which is a high-performance FPGA
device manufactured using the 28 nm process. Each stage of the STR
is built in the FPGA with a four-port LUT. Since the concrete layout
of STRs in the FPGA has an influence on the quality of randomness,
we adopt a manual layout strategy to place the LUTs close to each
other and form a ring topology. In this way, the delay lines between
the connecting STR units are minimized, which is helpful to bal-
ance delays between the ring stages and realize events distributed
evenly.

FIG. 5. Multiple parallel STRs-based random number generator.

A. Analysis of throughput and hardware resources
The total throughput Th is an important indicator to evaluate

the random number generator, which can be expressed as

Th = N fsηHmin, (9)

where N is the degree of parallelism of the channels and fs is
the sampling frequency. From (9), the total throughput is closely
related to four parameters. Among them, N, fs, and Hmin depend
on the entropy source, whereas the extraction efficiency η is sub-
ject to the post-processing process. Given the target through-
put Th, the entropy source and post-processing unit should be
jointly optimized to minimize the consumption of the hardware
resources.

The total LUT resource ST consumed by the TRNG consists of
two parts: the entropy source part SS and the post-processing part
SP,

ST = SS + SP,
SS = NυL,
SP = τmn,

(10)

where υ and τ are the resources consumption coefficients of the
entropy source and post-processing, respectively. υ and τ are used to
quantify the amount of resources consumed by each unit of entropy
source and post-processing. Since each stage of STR can be realized
by one LUT, the resources consumption coefficient υ is 1.

To illustrate the optimization method in detail, here we choose
four STRs with typical lengths (31, 63, 127, and 255) as a funda-
mental element to construct a parallel random number generator.
According to (4), the min-entropy Hmin is not only related to L
but also related to the period T and jitter variance σ. The jitter
variance σ in STRs is independent of the length of stages L and
can be estimated according to the method mentioned in Ref. 26.
We use an oscilloscope with a sampling rate of 25 GSample/s (Tel-
tronix, MSO64) to directly sample the jitter signals. By testing 10-M
accumulated periodic signals, the average jitter variance measured
is 3.62 ps.

In the above, we have discussed the realization of highest fre-
quency f max of the periodic signal in the evenly spaced oscilla-
tion mode. However, without the knowledge of the relationship
between f max and stages-length L of STR, it is difficult to estimate
the throughput. In addition, the number of tokens in the STR struc-
ture will change the value of f max. By adjusting the number of tokens
in the STR, we measured the value of f max of different stages-length
with the oscilloscope.26 According to the measured f max and jit-
ter variance of the STR output signal, the min-entropy of the out-
put signal is determined. Table I lists the oscillation period, phase
resolution, and min-entropy for different STR configurations. As
can be seen, when the stages-length of STR is L = 31, the high-
est frequency f max of the output signal can reach 780 MHz. As
the stages-length L increases, the highest output frequency f max
degrades. Although the increase in L can improve the min-entropy,
it will also decrease f max at some extent. However, larger L of the
STR means that more FPGA logic resources and power will be
consumed.

We employ the Toeplitz-hashing extractor to distill random
numbers from the raw random sequences. In Sec. III, we know
that the size of the Toeplitz matrix affects the extraction efficiency.
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TABLE I. Oscillation period, phase resolution, and min-entropy for different self-timed
ring configurations.

L f max (MHz) T (ns) Δφ (ns) Hmin

31 779.78 1.283 0.207 0.006 12
63 600.63 1.665 0.132 0.097 65
127 570.99 1.751 0.069 0.478 95
255 508.30 1.967 0.036 0.779 69

A larger Toeplitz matrix can improve the extraction efficiency η of
the extractor, but it will also cause more resources consumption. We
get the LUT resources consumed by the Toeplitz matrix for input
lengths m and plot the curve with experimental data. The resources
consumption coefficient τ is determined to be 0.528 from the slope
of the curve.

B. Optimization of hardware resources
The goal of optimization is to achieve a high throughput with

the least FPGA resources. As mentioned previously, the entropy
source and the post-processing are two key processes that determine
the throughput of the random number generator, and they should

be well balanced in the optimization of the TRNG based on multi-
ple parallel STRs. If the min-entropy of the entropy source is weak,
a larger size Toeplitz matrix and more entropy source channels are
required to realize high throughput. On the contrary, for an entropy
source that can provide a large min-entropy, the size of the Toeplitz
matrix and the degree of parallelism can be reduced accordingly.

Substituting υ = 1 and τ = 0.528 into (10), the total resources
consumption of the random number generator can be given by

ST = NL + 0.528mn, (11)

where

N = Th/ f s[Hmin − (log
1
ε2 )/m]. (12)

For a 10-Gbps throughput, the consumption FPGA resources
under different configurations of the entropy source and post-
processing are simulated using (9) and (11), as shown in Table II.
Six Toeplitz-hashing extractors with different extraction efficiency
are used to extract random numbers from the entropy sources with
different stages-length L and degree of parallelism N.

According to the analysis above (Table II), the min-entropy of
the STR increases with the stages-length L. Given the throughput

TABLE II. Comparison of resources consumption under different configurations of entropy source and post-processing for a 10-Gbps TRNG.

Entropy source Post-processing

L N M n γ η (%) SS SP ST ωa,b (%)

31

2 206 326 797 1900 0.0058 95.0 68 386 327 843 138 327 911 524 108 007.75
2 794 65 360 300 0.0046 75.0 86 614 10 352 942 10 439 556 3 438.59
3 810 36 311 123 0.0034 55.0 118 110 2 343 259 2 461 369 810.72
5 987 25 139 54 0.0021 35.0 185 597 714 701 900 298 296.54

11 116 19 935 23 0.0012 18.9 344 596 242 091 586 687 194.87 c

13 970 19 224 18 0.0009 15.0 433 070 179 117 612 187 201.64

63

180 20 482 1900 0.0928 95.0 11 340 20 546 851 20 558 191 6 771.47
228 4 096 300 0.0732 75.0 14 364 648 848 663 212 218.44
310 2 276 123 0.0537 55.0 19 530 146 859 166 389 54.81
488 1 576 54 0.0342 35.0 30 744 44 793 75 537 24.88
668 1 363 34 0.0249 25.5 42 084 24 469 66 553 21.92 c

1 137 1 205 18 0.0146 15.0 71 631 11 226 82 857 27.29

127

39 4 175 1900 0.4550 95.0 4 953 4 189 164 4 194 117 1381.46
49 835 300 0.3592 75.0 6 223 132 290 138 513 45.62
67 464 123 0.2634 55.0 8 509 29 943 38 452 12.67

105 322 54 0.1676 35.0 13 335 9 133 22 468 7.40
111 310 49 0.1581 33.0 14 097 8 021 22 118 7.29 c

244 246 18 0.0718 15.0 30 988 2 289 33 277 10.96

255

27 2 565 1900 0.7407 95.0 6 885 2 573 331 2 580 216 849.87
34 513 300 0.5848 75.0 8 670 81 264 89 934 29.62
46 286 123 0.4288 55.0 11 730 18 393 30 123 9.92
64 211 65 0.3081 39.5 16 320 7242 23 562 7.76 c

73 198 54 0.2729 35.0 18 615 5610 24 225 7.98
169 151 18 0.1170 15.0 43 095 1406 44 501 14.66

aω = ST/SFPGA , where SFPGA is the total LUT resources of the FPGA chip we utilized.
bFor ω > 75%, the simulation results of LUT resource consumption of the FPGA chip are shown.
cThe lowest occupation of total resources for constant L.
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Th = 10 Gpbs, security parameter ε = 20−50, and the constant stages-
length L, the degree of parallelism N decreases with the increase in
the extraction efficiency η. Small N means lower resources consump-
tion of the entropy source SS and higher η means more resources
consumption SP for the extractor. Hence, there is an optimal degree
of parallelism N or, equivalently, an extraction efficiency η, which
corresponds to the lowest occupation of total resources ST for con-
stant L, as shown in Table II. Notice that for different stages-length
L of STR, the corresponding optimal extraction efficiency is differ-
ent, which results in distinct ST . From these ST , the lowest ST can be
found out.

Obviously, the STRs with L = 31 is not suitable as entropy
sources. Because the entropy provided by this structure is very low,
even if the degree of parallelism of the channels and the extraction
efficiency of the extractor are optimized, the required throughput
(10 Gbps) cannot be reached when all the FPGA resources are occu-
pied. For L = 255, since the min-entropy is large enough, even if the
Toeplitz matrix with a moderate extraction efficiency η = 39.5% is
employed in the post-processing, a 10-Gbps throughput is feasible.
In this case, a high throughput can be achieved with the degree of
parallelism N = 64.

In Table II, by comparing the total consumed LUT resources
in different implementation schemes, we find the optimal param-
eters settings for the entropy source and the extractor, which are
L = 127, N = 111, m = 310, and n = 49. Using these optimal param-
eters, we implement the multiple parallel STR-based TRNG on a
Xilinx Virtex-7 FPGA device XC7VX485T, and a throughput of
10 Gbps is achieved. The total consumption of LUT resources is
22 118, which occupies ∼7.29% of the total LUT resources (SFPGA
= 303 600) of the FPGA chip.

C. Optimization of throughput
In some scenarios, the hardware resources available for the

TRNG are fixed. In these cases, the goal of optimization is to achieve
a throughput as high as possible with the given FPGA hardware
resources. Similar to the analysis process above, we detail the opti-
mization procedures in the following and show how to balance the
design parameters of the entropy sources with typical STR stages-
lengths (31, 63, 127, and 255) and the post-processing to maximize
the throughput of our parallel random number generator. To this
end, the throughput of the TRNG can be derived by combining (9)
and (11) and be expressed by

Th =
(ωSFPGA − 0.528mn)n f s

mL
. (13)

For the given FPGA resources ωSFPGA and security parameter ε
of 20−50, we can find the maximum of the throughput by varying the
input length m of the Toeplitz matrix according to (13) for different
stages-length L. By comparing the resulting throughputs of differ-
ent stages-length L, the highest throughputs and the corresponding
optimized m are determined. Then, using (7) and (12), the degree of
parallelism N of the channels and the output length n of the extractor
can be calculated, respectively. Finally, the parallel random number
generator can be built based on the optimal parameters L, N, m,
and n.

As shown in Fig. 6, for different stages-length L of STR,
the corresponding throughput Th is plotted as a function of the

FIG. 6. The throughput vs the input length m of the Toeplitz matrix at different
stages-length L. The total occupied coefficient of LUT resources of the FPGA is
ω = 0.5.

optimal input length m of the Toeplitz matrix. When ω = 0.05, it can
be seen that the maximal throughput of the STR with stages-length
L = 31 is only a few Mbps, and thus, it is not suitable as the entropy
source. Because the min-entropy that the entropy source of L = 31
can provide is very low, in this case, the required input length of the
extractor is large (m = 16 340) and more LUT resources (56.71%)
are required to construct the Toeplitz matrix to guarantee a high
extraction efficiency for entropy sources. Although the resources
employed in post-processing and entropy source can be carefully
balanced through the optimization strategy, the attainable through-
put is still limited. On the contrary, for an entropy source with a
relatively large min-entropy, since it can provide sufficient entropy,
it is not necessary to adopt a long input length m to improve the
extraction efficiency. In this case, more resources can be used to con-
struct the entropy source and a higher throughput can be obtained.
In addition, considering that the relatively short input length m of
the Toeplitz matrix can cause an insufficient processing capability
of the post-processing, a higher system clock is necessary to deal with
the post-processing process. By comparing the throughput obtained
after optimization of stages-length L and input length m in Fig. 6, we
find that the STR with L = 127 is the best candidate to serve as the
basic unit of the entropy source for our design.

To evaluate the performance of random number generators
with different configurations, we define resource utilization effi-
ciency κ as the ratio of the throughput of the random number
generator to the resources consumed,

κ = Th/ST . (14)

In Table III, we summarize the maximal throughput and
resource utilization efficiency κ under different resource consump-
tions for L = 127. For the case that the available LUT resources
are low (ω = 0.05), the maximal throughput of 5641.7 Mbps can be
achieved with optimized configuration parameters (L = 127, N = 76,
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TABLE III. The maximal throughput and resource utilization efficiency κ under
different resource consumptions for L = 127.

L N ω Th (Mbps) m n SS/ST (%) κ

127 931 0.5 145 157 483 132 77.89 0.9562
127 443 0.25 58 610 401 93 74.12 0.7722
127 254 0.15 28 982 355 71 70.83 0.6364
127 76 0.05 5 641 284 37 63.58 0.3716

m = 284, and n = 37). The resources consumption ratio SS/ST of the
entropy source to the available hardware resources is 63.58%, and
the resource utilization efficiency κ = 0.3716. When the total occu-
pied coefficient ω is increased to 0.5, a considerable throughput of
145 157 Mbps can be achieved and the resource utilization efficiency
κ is drastically improved to 0.9562. We also note that SS/ST does not
vary significantly while ω changes.

V. EVALUATION
A. Randomness evaluation

To test the randomness of the binary sequence generated by
our random number generator, we employ both the NIST SP 800-
22 and DIEHARD statistical test suites for data statistical testing. To
this end, the generated random numbers are transferred to a com-
puter through an Ethernet interface. The total amount of test data
is 1 Gbits, which is divided into 100 sequences, i.e., each sequence
contains 10 Mbits data. The NIST test results for our data are shown
in Table IV. For all 15 test terms of the NIST test suite, the P-value of
each test sequence is larger than the lowest significant level P = 0.01.
For items that include multiple sub-tests, the arithmetic average is
selected. The confidence level proportion of sequences that satisfy-
ing P > 0.01 is larger than 0.98, which indicates that the generated
random bitstream has good statistical characteristics. Our extracted
bit sequence from the STR-based TRNG also successfully passes
the DIEHARD test suite, as shown in Table V. For the test terms
that provide a set of P-values, a Kolmogorov–Smirnov (KS) test is
applied. The test is successful when 0.025 < P < 0.975 at the 0.05
level. Notice that the raw bit sequence directly generated from the
TRNG without post-processing failure to pass the statistical tests due
to its low entropy.

B. Comparison of our device with other
FPGA-based TRNG

Table VI shows the consumed hardware resources of entropy
resource, the method of post-processing, and the throughput for
our TRNG and other typical FPGA-based TRNG. Using the ring
oscillator (RO) as a random source, Wang et al. achieved a
throughput of 7.69 Gbps with less hardware consumption for
entropy resource, but a large number of resources are required
to carry out the high resolution time-to-digital converter (TDC)
based sampling.3 Cherkaoui et al. presented a 200 Mbps TRNG
using a 255-stages STR.20 Notice that it consumes more hard-
ware resources for the entropy source than our device. Recently,
another interesting work based on coherent sampling was reported
by Martin et al.,29 the corresponding performance is remarkable

TABLE IV. NIST test result.

Statistical test P-value Proportion Result

Frequency 0.275 709 0.991 Success
BlockFrequency 0.104 993 0.989 Success
CumulativeSums 0.214 439 0.991 Success
Runs 0.620 465 0.993 Success
LongestRun 0.029 796 0.998 Success
Rank 0.896 345 0.996 Success
FFT 0.651 693 0.985 Success
NonOverlappingTemplate 0.534 581 0.993 Success
OverlappingTemplate 0.206 629 0.986 Success
Universal 0.707 513 0.992 Success
ApproximateEntropy 0.128 132 0.984 Success
RandomExcursions 0.565 637 0.992 Success
RandomExcursionsVariant 0.571 209 0.987 Success
Serial 0.216 713 0.992 Success
LinearComplexity 0.104 371 0.989 Success

because of portability. However, a throughput of only 4 Mbps was
obtained.

Some designs using hard macros or specific components such
as phase-locked loop (PLL) or digital-clock-manager (DCM) as
entropy source or clock are attractive in terms of resource consump-
tion and design complexity.30,31 Johnson et al. exploited the feature
of a dynamic partial reconfiguration of the DCM to improve the ran-
domness as well as the performance in terms of area and through-
put.31 Note that DCM or PLL resources of the FPGA are very limited;
therefore, it is impossible to configure a large number of DCMs to
achieve a high-speed TRNG.

TABLE V. Diehard test result.

Statistical test P-value Result

Birthday spacings (KS) 0.150 782 Success
Overlapping permutations 0.831 665 Success
Ranks of 31 × 31 matrices 0.332 820 Success
Ranks of 32 × 32 matrices 0.671 777 Success
Ranks of 6 × 8 matrices (KS) 0.688 579 Success
Bitstream test 0.205 86 Success
Monkey test OPSO 0.152 6 Success
Monkey test OQSO 0.080 6 Success
Monkey test DNA 0.144 6 Success
Count 1’s in stream of bytes 0.384 155 Success
Count 1’s in specific bytes 0.106 967 Success
Parking lot test (KS) 0.465 268 Success
Minimum distance test (KS) 0.742 220 Success
3DSPHERES test (KS) 0.320 204 Success
Squeeze test 0.928 020 Success
Overlapping sums test (KS) 0.628 944 Success
Runs test (up) (KS) 0.347 394 Success
Runs test (down) (KS) 0.553 801 Success
Craps test no. of wins 0.380 752 Success
Craps test throws per game 0.301 202 Success

Rev. Sci. Instrum. 92, 024706 (2021); doi: 10.1063/5.0035519 92, 024706-8

Published under license by AIP Publishing

https://scitation.org/journal/rsi


Review of
Scientific Instruments ARTICLE scitation.org/journal/rsi

TABLE VI. Comparison of the proposed TRNG with other FPGA-based TRNG.

Reference This work Cherkaoui et al.20 Martin et al.29 Wang et al.3

Entropy source STR STR STR RO
Post-processing Toeplitz-hashing Parity filter Parity filter LFSR
LUTs of entropy 14 097 320 32 448
Throughput 10 Gbps 200 Mbps 4 Mbps 7.69 Gbps

VI. DISCUSSION
The pseudorandom number generator (PRNG) has been widely

exploited in many applications. In the following, the performance
of TRNG and PRNG in numerical simulation and cryptography
applications is discussed, and a brief comparison of some typical
FPGA-based PRNGs with our proposed TRNG is given.

PRNG, such as the Mersenne twister,32 chaotic generator,33 lin-
ear congruential generator,34,35 and shuffled nested Weyl sequence
(SNWS) generator,36–38 can generate faster random bitstream than
other types of TRNGs. Their results are reproducible, which makes
them very popular in numerical simulations. For example, in the
Monte Carlo method, the pseudorandom number that simulates
the desired distribution statistics can be considered random enough
even if a predictable sequence is generated. i we know the seeds in
PRNG, we can repeat the simulation results, while TRNG makes it
challenging to reproduce the results during debugging and oper-
ation. For TRNG, an alternative way to repeat the simulation
result is storing the sequence generated. However, it is a chal-
lenge for the simulation that requires a large amount of data.
Notice that the length of the SNWS generator can be increased
to any requested length by applying extra loops and non-linear
functions.38

For many cryptology applications, it is not enough for ran-
dom numbers to obey the statistical properties of random numbers
such as uniformity and independence. The unpredictability (forward
security) and backward security of the random are necessary, i.e.,
knowledge of a portion of the random sequence cannot allow a mali-
cious attacker to deduce the previous and subsequent values of the
generator.39

TRNG employs some fundamental random physical phenom-
ena to generate random sequences, and these physical events are
intrinsically unpredictable. In contrast, most PRNG does not possess
the ability to generate random numbers that can be used in secure
cryptology applications. In principle, the internal state of the PRNG
can be inferred from a large number of its output sequences and the
whole output sequence can be predicted even if the parameters in
the generator are unknown.39

Finally, we make a brief comparison of the hardware resources
and throughput of some typical FPGA-based PRNGs with our pro-
posed TRNG. In terms of the throughput, the parallel linear feed-
back shift registers (LFSRs)-based PRNG40 can reach a through-
put of 343 Gbps, while it is 10 Gbps for our proposed STR-based
TRNG. The Mersenne Twister-based PRNG41 with parallel block
random access memories (BRAMs) is competitive when consider-
ing the ratio of throughput to the resource occupation of the FPGA.
The above-mentioned PRNGs can be employed as fast and econom-
ical generators in the field of numerical simulation. In contrast, our

STR-based TRNG can generate an unpredictable and secure random
bit sequence for cryptology applications.

VII. CONCLUSION
In this article, we have designed and demonstrated a hardware-

efficient high-speed true random number generator with a 10-Gbps
data rate on an FPGA. To improve the randomness of the generated
random numbers, the STR is used as the basic unit of the entropy
source. By modeling the entropy source and the acquisition process,
a lower bound of the min-entropy of the sampled output sequence
is derived to guarantee the randomness of the output sequence. Fur-
thermore, a Toeplitz-hashing extractor with a security parameter is
exploited in the post-processing to safely extract the random num-
bers from the raw bit sequence. Note that the consumed hardware
resources at a high throughput of TRNG based on FPGA is a critical
issue. By analyzing the effects of the key parameters of the entropy
source and post-processing on the throughput and consumed hard-
ware resources at a predetermined data rate or limited resources,
we propose an approach to improve the utilization efficiency of
the hardware resources by making a joint optimization for the
degree of parallelism of the STRs and the extraction efficiency of the
extractor.

Our work provides several effective design guidelines for the
STR-based high-speed random number generators. The results of
resource optimization present an effective method to determine
the stages-length of the STR in the entropy source, the degree of
parallelism of the channels, and the extraction efficiency in the
post-processing unit. Although the min-entropy can be maximized
by increasing the stages-length of the STR, the designers should
not choose the maximum of min-entropy as the goal. The opti-
mization approaches for a given throughput or hardware resources
can improve the resource utilization efficiency and provide guid-
ance for TRNG built on different hardwares. In fact, our approach
for performance optimization can be applied to other design plat-
forms, such as ASIC, where limited hardware resources are a con-
cern. Furthermore, it would be very interesting work to investi-
gate the performance optimization of a heterogeneous framework
TRNG consisting of different STRs based on the results of our
work.
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