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OFTHlswomM@shéa&ThoﬂTE MODULATION CONTINUOUS VARIABLE #6 QUANTUM

e s S Y ARGE, SCALEDEPLOYMENTIN SECURE QUANTUM COMMUNICAT

OF THE WORK JOUINAL EMENTATION COMPLEXITY AND COMPATIBILITY WITH THE «
ELECOMMUNICATION (OWEVER CURRENTDISCRETE MODULAZ
CONSTELLATION SIZESTO ACHIEVE AKEY RATE COMPARABLE T
SHOW THATAHIGH KEY RATE COMPARABLE TO THE 'AUSSIAN MC
OR SO COHERENT STATESBY IMPLEMENTING SUITABLE KEY MAT
TECHNIQUES 3PECIFICALLY THEKEY RATE OF THE TWO RING (
STATESINTHEINNERRING ANDEIGHT STATESINTHE OUTER R
QUADRATURE PHASE SHIFTKEYINGAND OF THE 'AUSSIAN MO
APPROACH CAN EASILY BEAPPLIEDTOEXISTING SYSTEMS MA}
ATTRACTIVE ALTERNATIVE FORHIGH RATE ANDLOW COSTAPP
NETWORKS

JNTRODUCTION

1IUANTUMKEY DISTRIBBTONE QFSFHE MOST PROMINENT APPLICATION
SCIENCES ALLOWS  TWODISTANT PARTIESTO SHAREACOMMON SECF
FUNDAMENTALLAWS OF QUANNU MNRIIDWUSS G/ARIABLE #6 1+$ENCODES
INTOCONTINUOUS SPECTRUM QUANTUM OBSERVABLES SUCH AS THE
CANOFFERLARGERKEY RATESrAF MWBTRIGPCAN EANPDISYTANVCOEAR COMF
CLASSICALTELECOMSYSTEMS ANDHASRECEIVED EXTENSIVE ATTEN
THEORETICALLY ANDrEXPERIMENTALLY ;

ITPRESENT MOST#6 1+$ SCHEMES AREBASED ONTHE "AUSSIAN M(
THE QUADRATURES OF THE SENT STATES ACCORDINGTO A'AUSSIANTEL
AND ACHIEVES AHIGH KEY RATE (OWEVER THISTYPEOFPROTOCOL I
DEVICES ANDTHE ERROR CORRECTIONPROCEDURE -OREOVER APE
REALISTIC APPLICATIONS OWINGTO THE FINITE RANGE AND PRECISIC
MODULATIONIS APPROXIMATED BY AMODULATIONCONSTELLATION W
SHOWN THAT ATLEAST SIZETM\ORSTELLATION ARE NEEDED TO SATISF
DISTRIBUTIONRELEASE THESE STRINGENTRESTRICTIONS AND SIMPL
DISCRETE MODULATION SCHEMES FOR #6 1+$% ;

4HEDISCRETE MODULATION #6 1+$ PREPARES ASMALLNUMBER OF
THE '"AUSSIAN MODULATION - SYMBOLPHASE SHIFTKEYINGIS ACOD

C 4HE!UTHOR S OUBLISHEDBY )/0OOUBLISHING ,TDONBEHALFOFTHE )NSTITUTE OF OH
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COHERENT STATESORTHEFORBO®ME3UCH CONSTELLATIONS CAN BE G
ROTATINGACOHERENT STATEINTHEPOSITION MOMENTUM PHASE S§
- SYMBOLQUADRATURE AMPLIFUDEHEREWNTASITIAONE Y AERMODULATED
EQUIDISTANTLYWITHEACHOTHERINTHE PHASE SPACE 4HE PHASE
KNOWNASTHE QUADRATURE 03+ SCHEME HASATTRACTED SOME INT
(OWEVER UNLIKETHE 'AUSSIAN MODULATION WHICHCANAPPLY THE
7 n = THEDISCRETEMODULATION #6 1+$1S MORE COMPLEXINTERM:
SECURITYPROOFSFORTHE 03+ PROTOCOL HAYE=BEHEN RHE AREIEHIEIE
BESUBOPTIMALFORDISCRETE MODULATIONSCHEMES THUS THE KE
SECURE

.UMERICALTECHNIQUES AREATTRACTIVEFOR OBTAIRELGRELYABL
THE SECURITY PROOFSFORDISCRETE MODULATION #6 1+$ HAVE BEE
NUMERICAL METHOD BASED CONVEX GPTNMINAOYONCRAECHONERB® UN
ASYMPTOTIC SECRETKEY RATE WAS DERIVEB PRORPARB MITERNATRAYL. DG M OL
OF DISCRETE MODULATION #6 1+$ WEREA(GW REPRO RKTEHRRERTEN SCRE
PROTOCOLS REQUIRERELATIVELY LARGE CONSTELLATIONSIZES TO
MODULATION 7ITHOUTUSING THE'AUSSIANOPTIMAPROWRES A M EFH
BOUND ANDTHUS AHIGHER KEY RATE ITPRESENT THISAPPROACH IS
WHICH STILLEXHIBITS ARELATIVELYLOWKEY RATECOMPARED WITH
OFTHEKEY RATEACHIEVABLEFORTHE '"AUSSIANMODULATION MAKII

JNTHISPAPER WEDESIGNDISCRETE MODULATIONPROTOCOLS WI
ACHIEVE AHIGH KEY RATECLOSETO THATOFTHE 'AUSSIANMODULAT
PROTOCOLTO MORE SIGNAL STATES EIGHT STATES 03+ AND STA
KEY RATEBY NUMERICALMETHODS CONSIDERING THE REALISTIC TRU
INCREASESTHE KEY RATEBY ABOUT COMPAREDWITHTHE ORIGINA
ONLY ASMALLIMPROVEMENT FROM 03+TO 03+ 4HISISBECAUSET
LIMITOFASINGLE RINGCONSTELLATIONPROTOCOL SOFURTHERIN
ADVANTAGEOUS 40ENLARGETHEDISTRIBUTION RANGE OF STATES |
PERFORMANCE WEPROPOSEUSINGTHETWO RING CONSTELLATION
ALSO THE AMPLITUDE QUADRATURE IS MODULATED "Y APPLYING APP
OPTIMIZATIONTECHNIQUES THE TWO RING CONSTELLATIONWITH
STATESINTHEOUTER RING ACHIEVES SUPERIORPERFORMANCE #O
SECRETKEY RATEISINCREASEDTO TIMES WHICHREACHES OF T
MODULATION 7ITHPERFORMANCE CLOSETO THE " AUSSIANMODULAT
FEWER CONSTELLATIONPOINTSISEASIERTOIMPLEMENTWITHHIGH
LESSSTATEPREPARATIONNOISE THE MAINSOURCE FORTHE EXCES
PROTOCOL HIGHLY ATTRACTIVE FORPRACTICAL APPLICATIONS

4HE RESTOF THE PAPER IS ORGANWEANSLNZELTTHES ER SER WM IKON\C E
DISCRETE MODULATIONPROTOCOLOF 03+ AND 03+ WWHQGIYENTGHE
TWO RINGCONSTELLATIONMODULATIONANDKEY MAPSCHEMES AND
ONVARIOUS PARAMETERS TOOPTIMIZE THE PROTOCOL 4HE RESULTS
#6 1+$ PROTOCOLUNDER REALISTICTRUSNEDBRPULSY BE POGTI GE LENCS
TECHNOLOGY T TOOURPROPOSED PROTOCOL /URCONCLUSIONS ARE !

$ISCRETE MODULATION#6 1+$WITHA SINGLE RING CON

4HEPROTOCOLDESCRIPTION
4HE SCHEMATIC OF SINGLE RING SIGNALCONSTELLATIONFORDISCR
ILLUSTRATEMAHEFRBORESSOFTHE PROTOCOLCANBEDESCRIBED AS

STATEPREPARATION DISTRIBUTION AND MEASUREMENT
&OR 03+ THE SENDER !LICE PREPRPARE'S TWEMEOH,E,RENT §TANB
EACHCOHERENT STATEIS CHOSEMN W | BHMIN ERIUAIIFPROBAB+LITNYCE R/
SELECTS ASTATE{FROBf THESET; WHEREAPREDETERMINED AMPLI
BEOPTIMIZED 4HE PREPARED STATES ARESENTTO THE RECEIVER "(
RECEIVINGI!LICE SSTATE "OBPERFORMSAHETERODYNE MEASUREM
oOuTCRNME
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&IGUREHEMATIC DIAGRAMOF THE SINGLE RING CONSTELLATIONKREDRREGIENPEHEBEG]
KEY MAPPING REGION WHERE"OB MAPS THE MEASUREMENTOUTCOMESTO THE CORF
COHERENTSTATES HAVEDISTRIBUTION RANGES FROMNEGATIVEINFINITYTO POSITI
ERRORCIRCLEOFTHE COHERENT STATE | E ONESTANDARDDEVIATIONOF SHOTNO

OARAMETERESTIMATION
'FTEROBTAININGEWNOWUGH RRDAOB RANDOMLY SELECT ASMALL PART
ESTIMATION 4HEY USE THE REMAINING DATATO EXTRACTTHE KEYS
DATASELECTED FORPARAMETERESTIMATION THAMNAODLCAOAMCTUHBAWVEH DH
KEY RATE )FTHEKEY RATEISLESSTHANZERO THEY ABORTTHE PRO

2EVERSE RECONCILIATION KEY MAP
"OBOBTAINSHISRAWKEY STRINGBY AKEY MAP Y2PHEHCAEICARDYNGBQL
R E G20ANs

8 h
<3 |F2hu;& Y22 03+

2 1F2 03D w2 oo 03+
WHERTE;::;; g FOR O03®24AN:D; gFOR 03+

%RRORCORRECTIONAND PRIVACY AMPLIFICATION
&INALLY !LICEAND"OBIMPLEMENT SUITABLEERRORC CORRECTION Al
SECRETKEYS

OERFORMANCE ANALYSIS
4HE SECUREKEYRATECANBE CALCULATERDBVHHBIRTME RECYASTNEFPTH
#ONSIDERINGATYPICALPHASE INSENSITIVE'AUSSIANCHANNELINT
THE SIMULATED STATISTICS AREGIVENBY ;
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WHERMNDREPRESENT THE TRANSMITTANCE AND EXCE S SAN® [CSENDFT EH E
THEDETECTION EFFICIENCY ANDELECTRONICNOISEOFTHEDETECT

4HE PROBABILITYDENSITYFFUNLHENRORYNE RESBUREMENT CON
CHOXCE
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&IGURE 3ECRETKEYRATESASAFUNCTION CORHEOCGO ANRENTSITRAREG AOPQLBUADETHE

DISTANEE®M B 4HEOPTIMAATHOHEERENT TRANSMISSIONDISTANCES FORTHE 03
PROTOCOLS

4HEN ACCORDING TOTHEKEY MAPPING AREA THE PROBABHIZITY THA
CONDITIONED ONXLSCE S CHOICE
8 .
< ' RDR')Z 0 REXD 03+
ABI= . RDR' ) 0 REXD 03+
("% ) =

40 EXTRACTTHE OPTIMAL SECRETKEY RATE AND FAIRLY COMPARE
INVESTIGATE THE DEPENDENCE OF THE KEY RATEIG MR BAEECFO.HDEH RTEHN\ET K
RATEVERSUSTHERHO3EGRANDB 03+ PROTOCOLS ATATRANSMISSION
CONSIDERTHE REALISTIC PARAMEFERS EREEG E-0/IQ | 3HH DECEH PINC EEN (
= ANDELECTREGNICNGISIHE DASHED LINE REPRESENTS THE RES
ALGORITHM WHICHGIVES ANUPPERBOUNDONTHEKEY RATE AND T}
PROVIDES ANACHIEVABLELOWER SECUREBOUNDONTHE KEY RATE
OBTAINEDBOUNDISTIGHT 7ECARRY OUN AHEOARERVRAINED SBMIRE
OF #LEARLY THERE IS AQ MAKXIWAZE AHEKDBD¥ RATE [FORKMOIHE O
AND 03+1S AND RESPEETWEGYVENTHEOREAM AU NVAERESOF
TRANSMISSIONDISTANCES ANDTHE RESULTSOFTHE 03+ PROTOCC
MODULATION VARIANCE DECREASES AND GRADUALLY CONVERGEST
INCREASES WHICHIS CONSISTENTWITH THEFOQMBAREDMODH TATE O N
PROTOCOL 03+ ALLOWS FORATARGPROYPIMMA AVALBHEERSIGNAL T
DIFFERENCE BETWHBEHEINRTHEEO ROT3I-MANM D 03+ PROTOCOLS GRADUALLY
INTHE TRANSMISSIONDISTANCE AND IS ALMOSTINDISTINGUISHABLE

JNFIGURE PRESENT THE ACHIEVABLE KEY RATES ATDIFFERENT TR/
DISCRETE MODULATIONPROTOCOLS ANDTHE 'AUSSIANMODULATION
ADOPTING THE OPTIMAL MODULBTIANAMARRIANDE FNGWMHETION WEH
POST SELECTIONTECHNOLOGY TOTHE 03+ PR TAHEOUWPIREREOAUINDTA
THEOIRANDOLAN,AURENZAN/TTAVIANIN"ANCHIBOUND WHICHREPRE
INAREPEATER LESS AND L © SIEYCOAHNASNENEETHFBA'TSTHBM ; 03+ PROTOCOL IV
ABOUT OVERTHE 03+PROTOCOL 7ITHIN KM THE KEY RATE CAN

03+ ISEMPLOYED (OWEVER BEYOND KM THEKEY RATECANONLY
THATTHE PERFORMANCE OF 03+ MODULATIONISCLOSETO SATURAT
MUCHDIFFERENCE #OMPARED WITH THE "AUSSIAN MODULATION PRC
DISCRETE MODULATIONPROTOCOLISSTILLRELATIVELY LOW 4AKIN(
PULSEOFTHE 03+ 03+ 03+ AND'AUSSIANMODULATIONPROTOC

BITS PULSE RESPECTIVELY 4HE 03+ AND 03+PROTOCOLS C,
THEKEY RATEOFTHE '"AUSSIAN MODULATION

#URRENT RESULTS SHOW THATTHE '"AUSSIAN MODULATION SCHEME

RATE ANDTHERE EXISTS ANOPTIMAL MODULATIONVARIANCE GIVEN
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&IGUREA BECUREKEY RATEVERSUSTHEPOST SELECTIONPARAMETERFORTHE 083-
DISTANCE OF KM 4HE MODULATIONRWMP T HEJ DE3HSPSRET TTCOE O R ANIE 03+ PROTOCOL
B BECUREKEY RATEVERSUSPOST SELECTIONPARAMETERFORTHETWO RING CON
SET TO: = = ! ANBD= = 4HE OPTIMALPOST SELECTIONPARAMETER IS OBTAI!
FORINTHE INTERVAL ; =FOR A AND; =FOR B WITHASTEP SIZE OF I THER
= = = Al\@?_ :

BOTH 03+ AND 03+ PROTOGOLLSINTTONSBERTWNEGR AN OBTAIN THE VAL
SIFTINGRRAA&CETORVHICH MEANS THATTHE AMOUNT OFDATAUSED FORP

7ITHASIMILARPROCEDURE WE SEARCHFORTHE OPTIMAL POST SI
CONSTELLATIONPROTOCOLWITH BSHUATERSEABISHOWNGINSFNTS URET Tt
= A4HEREFORE WEDONOTNEEDTOPOST SELECTTHEDATAFORTH
RADIALDIRECTION 4HE POSSIBLEREASONFORTHIS RESULTIS TO AF
SPACE WHERETHE STATES ARE MODULATED ACCORDING TO THE "AU €
THECENTEROFTHE PHASE SPACE .OTETHATTHE ANGULARPOST SE
STRATEGIES SHOULD BEDEVELOPED WHICHWEWILLLEAVEFORFUT

#ONCLUSIONS

AHE TWO RING CONSTELLATIONSCHEMES AREPROPOSEDTO SIGNIFI
DISCRETE MODULATION#6 1+$ PROTOCOL 4HEASYMPTOTIC SECURE
ISOBTAINED BY APPLYING CONVEXOPTIMIZATIONTECHNIQUES WITH
RESULTS SHOWTHAT 03+ CANINCREASETHEKEY RATEBY ABOUT
HOWEVER ADDINGTHE 03+ TO 03+ DOES NOTSIGNIFICANTLY IMPF

COHERENT STATESTOATWO RINGCONSTELLATIONTHATENLARGE
SPACE WECANOBTAINANACHIEVED KEY RATE THATIS HIGHER TH
REACHES ABOUT OF THATOFTHE 'AUSSIAN MODULATIONPROTOCO
RESULTS CONFIRMTHAT THE DISCRETE MODULATION PROTOCOLWIT
OPTIMALMODULATION PARAMETERS CANAPPROACHTHE KEY RATE O
PROPOSEDDISCRETEMODULATIONPROTOCOL HASPROMISING APPLI
QUANTUM COMMUNICATION NETWORKS

JNOUR CURRENTWORK WEEMPLOY NUMERICALMETHODS T TO ESTII
COMPUTATIONALLY CHALLENGING !STHECONSTELLATION SIZEINCF
DESIRABLETO FINDBETTERALGORITHMS ORDERIVE ANALYTICAL SO
THATTHE KEY RATEOFOURPROTOCOLISNOTVERYCLOSETOTHE '"AL
TRANSMISSION )TISDESIRABLETOIMPROVE THEKEY RATE AT SHOR"®
CONSTELLATIONSOREMPLOYINGOTHER NEYWQ@QOBRSTIEOIN AURNDRRIE
RESTRICTED TO THE ASYMPTOTIC SCENARIO %XTENDING OUR SECUF
IMPORTANT FURURBHESKNTURE WORKWILLALSOINCLUDE FINDING Bl
TOIMPROVE THE KEY RATE ;
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WHERES ANORTHONORMAL!BAS CEREEREBEGHE S DERRIEGIGBERD ESTABLIS
EQUIVALENCEBETWEENTHE %" SCHEME ANDTHE ORIGINAL PREPARE
PROJECTIVE MEASUREWENGFO@AR\EEEEDTEB:CRFBED;&Y]K]&/G?HEN W E
OBTAINAMEASURBMHNH ORDBABHEITFYATE SENT TO "OB ISJEfFFECTIVE
IFTERTHE QUANTUM CHANNEL TRANSMISSION THEJOINT STATE SHA

r=(IDE o )(j ih j0); !

WHERESDHE IDENTITY CHANNBL-ADCETSNBIBES THE QUANTUM CHANNEL
COMPLETELYPOSITIVE AND TRACE PRESERRIRANGMWIAPRREGD B BIEREAIS S
TRUSTED NOISYDETECTION

7ITHTHE REVERSE RECONCILIATION THEASYMPTOTIC SECRET KE"

+ = MINS(G( 1kZ[G( 1))  Poassy !

WHEREK )= 4RLOB 4RLOGISTHE QUANTUM RBLDETSCR EBNETROCYMPLET
POSITIVE AND TRACE NONINCREASI|INGIMAROAER R®SNCRNCEG S ANG B T
READS OUT THE RESREP RESENTIAME SET OF AVAILABLE DENSITY OP
EXPERIMENTAL GREERNBTBIONING PROBABILITY Of®AAMIFSORORE THEEL
INFORMATION OF THE PER SIGNALPULSEDURING THEERROR CORRE (

wie ((1) X&)
= ( ) (C)+ (8 !
WHERE THE RECONCILIBANDREFRESENTYHE RAWKEY STRING OF ILIC
40 COMPUTE THE EXPECTED SECRETKEY RATE WE MAKE ITAKEY Pt

$(G( 11)KZ[G( 1+)) WHICHISACONVEX OPTIMIZATION PROBLEM MATCHIN
EXPRESSED AS ;

MINIM$EE -)kZ [G( 1))
SUBJECTTO
4R 1+ XX, & :R<I&X
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4R+ XX, B = R3
h i D EX
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