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Accurate Shot-Noise-Limited Calibration of a
Time-Domain Balanced Homodyne Detector for
Continuous-Variable Quantum Key Distribution

Xu-Yang Wang , Xu-Bo Guo, Yan-Xiang Jia, Yu Zhang, Zhen-Guo Lu, Jian-Qiang Liu, and Yong-Min Li

Abstract—The time-domain balanced homodyne detector
(TBHD) is critical component in continuous-variable quantum
key distribution (CVQKD). The shot-noise-limited attribute of a
TBHD depends on the whole frequency spectrum of the detector,
in contrast to a frequency-domain balanced homodyne detector
that focuses only on part of the frequency spectrum. We propose a
method for accurate calibration of the shot-noise-limited attribute
of the TBHD by overlapping the gain lines of the TBHD and an
integral photodetector which is realized by blocking one photo-
diode of the TBHD. The overlapping of two lines indicates that
the detector is indeed shot noise limited, which is crucial to the
security of CVQKD. Experimentally, we use this method to obtain
a calibration error of ±1‰. Theoretical analysis showed that the
CVQKD security is very sensitive to calibration errors of shot
noise, and proper countermeasure was proposed to eliminate this
issue. The presented methods are expected to contribute to CVQKD
security and TBHD standardization.

Index Terms—Continuous-variable quantum key distribution,
Time-domain balanced homodyne detector, Shot-noise-limited
calibration.

I. INTRODUCTION

THE balanced homodyne detector (BHD) plays an impor-
tant role in quantum information field [1], [2]. Its ap-

plications include measurement of squeezed and entanglement
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states [3], [4], [5], [6], [7], [8], [9], continuous-variable quantum
teleportation and steering [10], [11], [12], [13], [14], [15], quan-
tum random number generation [16], [17], [18], [19], [20], quan-
tum tomography, and continuous-variable quantum key distri-
bution (CVQKD) using a continuous beam [21], [22], [23], [24],
[25]. The above experiments usually used a frequency-domain
BHD (FBHD), which measures a continuous beam and focuses
on only part of the frequency spectrum of the detector output.
In 1993, Raymer et al. designed a time-domain BHD (TBHD),
which is important for quantum tomography and CVQKD using
a pulsed beam [26], [27], [28], [29], [30], [31], [32], [33], [34],
[35], [36], [37], [38]. A TBHD can integrate each laser pulse
and output a field quadrature signal, which covers the whole
spectrum range of detector. What’s more important is that the
TBHD is compatible with photon counting technology, or it can
be used to detect signal beam with intensity on the order of
single-photon level. Along with it is that there will be critical
technical challenges, such as high common mode rejection
ratio (CMRR) requirement, calibration of the shot-noise-limited
attribute [39].

Quantum key distribution is a key technology in quantum
communication owing to its unconditional security in infor-
mation theory [40], [41], [42], [43], [44], [45]. Depending
on the measurement method, it can be divided into discrete-
and continuous-variable domains. In 1984, the BB84 protocol,
which uses a single-photon detector, was proposed for the
discrete-variable domain [46]. Up to now, a maximum trans-
mission distance of 830 km in fiber has been achieved [47],
and a satellite-ground platform has been demonstrated in this
domain [48]. In 2002, the GG02 protocol using a TBHD was
proposed for the continuous-variable domain [29], and demon-
stration experiment was performed in 2003 [31]. The GG02
protocol utilizes only the coherent state and does not require the
squeezed or entangled states, so it has good compatibility with
classical coherent communication technology. It has achieved a
maximum transmission distance of 200 km [37], and is expected
to be employed for quantum private networks in metropolitan
areas.

In CVQKD, the quadratures of the signal field measured by
the receiver are normalized to the shot noise, which can be
determined by the power of the local oscillator (LO). To this
end, a linear relationship between the shot noise variance and
LO’s power is calibrated before operation of a CVQKD system.
Inaccurate calibration of the slope of the line will lead to security
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Fig. 1. Accurate model of the TBHD and relevant losses in CVQKD systems.

loopholes. Calibration of the shot noise is the main difference
between CVQKD and a coherent optical communication sys-
tem, which utilizes an FBHD to measure the quadrature of
electromagnetic modes to transmit information [49]. An FBHD
only considers part of the frequency spectrum, and the shot-
noise-limited attribute can be verified by using a standard radio
frequency (RF) spectrometer [50]. This method is not suitable
for TBHD which is used to detect pulsed beam. For a TBHD, the
entire spectral range should be verified to be shot-noise-limited,
especially at low frequencies. Due to limited CMRR, the low
frequency intensity noise of LO pulse is difficult to be eliminated
totally. The intensity noises of the LO pulse mainly come from
the laser intensity noise and modulation process.

To achieve a high CMRR and minimize the low-frequency
remaining intensity noise for a TBHD, several techniques are
utilized. For example, two matched photodiodes with adjustable
bias voltages are employed and the output optical paths of the
50/50 coupler are set to be identical [39], [51], [52], [53]. Low
noise pulsed modulation technology is also needed to calibrate
a TBHD [54]. However, the variance of the output quadrature
may still be mixed with the remaining intensity noise because
of the limited CMRR. Thus, a linear relationship between the
quadrature variance and LO power is not enough to make sure
the TBHD is shot-noise-limited.

In this study, an accurate model for a TBHD was established,
and the shot noise calibration process was analyzed in detail.
A method is proposed for verifying the shot-noise-limited at-
tribute by overlapping the fitting gain lines of the TBHD and
the integral photodetector which is realized by blocking one
photodiode of the TBHD. When the two gain lines overlap,
the remaining intensity noise of output quadrature variance
has been eliminated and the TBHD can be considered to be
shot-noise-limited. Experiments were performed to validate the
model and calibration performance, and a theoretical analysis is
presented on the effects of inaccurate calibration on a CVQKD
system. Finally, the countermeasures of decreasing the safe line
of the TBHD is recommended to avoid security loophole due to
inevitable calibration errors.

II. MODEL OF THE TBHD

An accurate model of the TBHD was established to clarify
the calibration process as shown in Fig. 1. The signal pulse âi

and LO pulse âl interfere at an ideal 50/50 coupler, and the
output beams l̂1 and l̂2 are guided into two ideal photodiodes
PD1 and PD2, both have quantum efficiencies of 100%. The
paths from the coupler to PD1 and PD2 are denoted as paths
1 and 2, respectively. Beam splitters (BS) are used to model
the losses of realistic couplers. PD1 and PD2 convert the input
photons into photoelectrons, which are subtracted from each
other. The subtracted photoelectrons are amplified by the charge
amplifier and shaping amplifier, which consist of a high-pass
filter, low noise-operation amplifier (OPA), and low-pass filter.
Ri is the input resistor, Ci is the input capacitor, and Cf is the
feedback capacitor. The output impedance of the TBHD is 50Ω.
This interference of the signal beam âi and LO beam âl can be
described as follows[

l̂1
l̂2

]
=

[
1/
√
2 1/

√
2

1/
√
2 −1/

√
2

]
·
[
âi
âl

]
, (1)

where the beams l̂1 and l̂2 have photon numbers n̂1 = l̂†1 l̂1 and
n̂2 = l̂†2 l̂2, respectively. In the idea case, the ideal photodiodes
transform n̂1 and n̂2 photons into n̂e1 and n̂e2 photoelectrons,
respectively, with perfect 100% efficiency. The subtracted pho-
toelectrons N̂r are given by

N̂r = n̂e1 − n̂e2 = n̂1 − n̂2

= â†iâl + âiâ
†
l = |β| ·

(
â†i · eiθi + âi · e−iθi

)

= |β| · X̂θi .

(2)

Here we have treated the strong LO beam as classical fieldβ =
|β| · eiθi , where |β| represents the amplitude of the LO beam
and θi is the phase of the LO beam, X̂θi is the quadrature. Then,
the subtracted photoelectrons N̂r are amplified by the following
amplifiers with gain G. The peak value of the output voltage is
given by

Ûpeak = G · |β| · X̂θi . (3)

When the signal beam is in vacuum, the variance of the output
peak value is

Vpeak = G2 · |β|2 ·
〈
Δ2X̂θi

〉
= G2 · |β|2. (4)

Here, the variance
〈
Δ2X̂θi

〉
of the vacuum field is set to 1. The

varianceVpeak has linearity dependence with the photon number
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per LO pulse |β|2, and the slope is G2. In the above derivation,
N̂r represents the total subtracted photoelectrons number per
LO pulse. The instantaneous subtracted photoelectrons current
is defined as îr(t). The charge amplifiers integrate îr(t) over the
duration time T of the pulsed photoelectrons current, which can
be expressed by

Ûpeak = G · N̂r = G ·
∫ T

0

îr(t)dt = G

·
∫ T

0

(
îe1(t)− îe2(t)

)
dt. (5)

The duration time T should be much shorter than the time
constant of the charge amplifier. (5) can be rewritten as

Ûpeak = G · N̂r = G · (n̂e1 − n̂e2) . (6)

When one photodiode of the TBHD is blocked, it is can be
considered to be an integral photodetector. All of the photoelec-
trons N̂i of one photodiode are integrated and the output peak
voltage is

Ûp = G · N̂i = (−1)i+1G ·
∫ T

0

îei(t)dt, (i = 1, 2). (7)

The gain G can also be measured by using the integral pho-
todetector. Note that an FBHD can also be used to detect the
pulsed light. However, there is no charge amplifier. Normally, a
transimpedance amplifier with a feedback resistor R is used to
amplify the subtracted current signal directly. When the duration
time of the optical pulse is much greater than the response time
of the FBHD, the output voltage is given by

Ûr(t) = îr(t) ·R =
[̂
ie1(t)− îe2(t)

]
·R. (8)

To obtain the total subtracted number of photoelectrons with the
gain R, which is given by N̂r ·R. A number of points should be
sampled in a single signal pulse and then numerical integration
is required to calculate the pulse area.

The above analysis shows that both the TBHD and FBHD
can be used to detect the quadrature of a pulsed signal. The
TBHD only needs to acquire the peak point, but the FBHD
needs to acquire many samples and then integrating them, which
increases the amount of data processing complexity.

A realistic 50/50 coupler may have a small deviation from
the ideal coupler ratio of 1/2, and there may be losses when
the signal beam âi and LO beam âl transmit through the 50/50
coupler. The four losses from beams âi, âl to beams l̂1, l̂2 have
slight discrepancies. The quantum efficiencies ηPD1, ηPD2 of
the two photodiodes also differ in general. To analyze various
losses, a model was constructed under realistic conditions (see
Appendix A). We find that the measurement of the shot noise
depends on the detected photoelectrons number. To simplify
the calibration process, the model in Fig. 1 can be transformed
to have two output paths with the transmission efficiencies η1
and η2. When the two output paths are tuned to a balance, the
two models are equivalent for the calibration of the shot-noise-
limited attribute.

As shown in Fig. 1, BS1 and BS2, which model the trans-
mission efficiencies η1 and η2, are placed on output paths 1 and

2, respectively. For path 1, beam l̂1 interferes with the signal
beam in vacuum field v̂1. The output beams are ô1 and û1. The
incident photon number in PD1 is given by

n̂1 = ô†1ô1 = (1− η1) · v̂†1v̂1 + η1

· 1
2

(
â†iâi + â†iâl + â†l âi + â†l âl

)

+
√

(1− η1) · η1/2
(
v̂†1âi + v̂†1âl + â†l v̂1 + â†i v̂1

)
. (9)

For path 2, the photon number received by PD2 is given by

n̂2 = ô†2ô2 = (1− η2) · v̂†2v̂2 + η2

· 1
2

(
â†iâi − â†iâl − â†l âi + â†l âl

)

+
√

(1− η2) · η2/2
(
v̂†2âi − v̂†2âl − â†l v̂2 + â†i v̂2

)
.

(10)

In experiment, a variable optical attenuator (VOA) based
on bending the fiber can be inserted into one path with a
higher transmission efficiency to balance the two paths [53]. For
convenience, the transmission efficiencies of the two paths are
assumed to be identical, or η1 = η2 = η. Then, the subtracted
photoelectrons N̂r are given by

N̂r = n̂e1 − n̂e2 = n̂1 − n̂2

= (1− η) ·
(
v̂†1v̂1 − v̂†2v̂2

)

+
√
(1− η) · η/2 ·

(
â†i v̂1 + v̂†1âi − â†i v̂2 − âiv̂

†
2

)

+ η ·
(
â†iâl + â†l âi

)

+
√

(1− η) · η/2 ·
(
v̂†1âl + â†l v̂1 + v̂†2âl + â†l v̂2

)
.

(11)

The photon number per LO pulse is usually about 106∼108,
and the photon number per signal pulse is usually about 100∼
101. The value of the terms that do not include âl is very small
compared to the terms that include âl. By neglecting the small
terms without âl, (11) is rewritten as

N̂r = n̂e1 − n̂e2 = n̂1 − n̂2

= η · |β| · X̂θi +
√

(1− η) · η/2 · |β| ·
(
X̂v1 + X̂v2

)
,

(12)

where X̂v1 and X̂v2 are the quadratures of vacuum fields v̂1
and v̂2, respectively. Combine (6) and (12), the variance of the
output peak values of the TBHD is given by

Vpeak = G2 · η|β|2. (13)

In reality, the output ratio of the 50/50 coupler may change
because of the temperature fluctuations. This is equivalent to
that BS1 and BS2 having different transmittances, which can be
represented by η+ε and η−ε, respectively (see Appendix A).
Then, the photon number received by PD1 and PD2 are
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n̂1 = ô†1ô1 = [1− (η + ε)] · v̂†1v̂1

+ (η + ε) · 1
2

(
â†iâi + â†iâl + â†l âi + â†l âl

)

+
√
[1− (η+ε)] · (η+ε) /2

(̂
v†1âi + v̂†1âl + â†l v̂1 + â†i v̂1

)
,

(14)

n̂2 = ô†2ô2 = [1− (η − ε)] · v̂†2v̂2

+ (η − ε) · 1
2

(
â†iâi − â†iâl − â†l âi + â†l âl

)

+
√
[1− (η − ε)] · (η − ε) /2

(̂
v†2âi − v̂†2âl − â†l v̂2 + â†i v̂2

)
.

(15)

The number of subtracted photoelectrons N̂r is given by

N̂r = n̂e1 − n̂e2 = n̂1 − n̂2 = η ·
(
â†iâl + â†l âi

)

+ ε
(
â†iâi + â†l âl

)

+
√

[1− (η + ε)] · (η + ε) /2
(
v̂†1âl + â†l v̂1

)

−
√
[1− (η − ε)] · (η − ε) /2

(
−v̂†2âl − â†l v̂2

)
. (16)

The terms v̂†1v̂1, v̂†2v̂2, v̂†1âi, â
†
i v̂1, v̂†2âi, â

†
i v̂2, and â†iâi that don′t

include âl can be neglected. The term η · (â†i âl + â†l âi) can be
simplified as

η · |β| · X̂θi . (17)

The term εâ†l âl can be transformed by using âl = β+δâl

εâ†l âl = ε
(
|β|2+ |β| · δX̂l+δâ†lδâl

)

= ε
[
|β|2+ |β| ·

(
δâ†le

iθ + δâle
−iθ

)
+δâ†lδâl

]

= ε
(
|β|2+ |β| · δX̂l+δâ†lδâl

)
. (18)

The term ε has a value range from 10−3 to 10−4, and |β|2 has
a value range from 106 to 108. Thus, the term ε · δâ†lδâl can be
neglected. The term√

[1− (η ± ε)] · (η ± ε) /2 (19)

can be simplified as
√

(1− η) · η/2 ·
(
1± ε (1−2η)

2(1−η)η

)
, (20)

where η is 0.6 to 0.8 for a fiber-based TBHD. Thus, the term
ε(1− 2η)/((1− η)η) can be neglected. The number of sub-
tracted photoelectrons N̂r can be simplified to

N̂r = n̂e1 − n̂e2 = n̂1 − n̂2 = η · |β| · X̂θi+ε|β|2

+
√

(1− η) · η/2 · |β| ·
(
X̂v1 + X̂v2

)
+ ε · |β| · δX̂l.

(21)

At this stage, we have

Vpeak = G2 · η|β|2 +G2 · (ε |β|)2 ·
(
δX̂l

)2

. (22)

Eq. (22) shows that an imbalance between the two beams will
introduce the remaining intensity noise G2 · (ε|β|)2 · (δX̂l)

2.
The term (δX̂l)

2 represents the intensity noise of the LO pulse
and usually has a value greater than 1 at low frequencies. In
experiments, the displacement term ε|β|2 does not vary with
the phase θ. Thus, it can be measured and used to balance the
two paths with auto-balancing technique [53]. For a TBHD,
the balance or CMRR of the two paths not only depends on
the intensity of the two paths but also affected by the response
characteristics of the two photodiodes.

In a CVQKD system, the transmission efficiencies of signal
and LO beams from the input port of the receiver to the input port
of the TBHD are ηs and ηo respectively, which are modeled by
BSs and BSo in Fig. 1. The transmission efficiency of the quan-
tum channel is ηch (modeled by BSch). This model is suitable
for a CVQKD system with or without a LO beam transmitting
together with the signal beam [55]. Similar to the derivation
method described above, the subtracted photoelectrons Nr can
be derived as follows

Nr = η
√
ηchηoηs · |γ| · X̂s + η

√
(1− ηch) ηoηs · |γ| · X̂ch

+ η
√

(1− ηs) ηo · |γ| · X̂vs

+
√

(1− η) · ηηo/2 · |γ| ·
(
X̂v1 + X̂v2

)
, (23)

where X̂s is the quadrature of the signal beam âs. X̂ch and X̂vs

are the quadratures of the vacuum fields v̂ch and v̂s. |γ| is the
amplitude of the LO beam at the input port of the receiver. When
the signal beam âs is in vacuum, the variance Vpeak becomes

Vpeak = G2 · ηηo|γ|2 = G2 · η|β|2, (24)

(24) shows that Vpeak has a linear relationship with the photo-
electron number per pulse η|β|2 and that it has no relationship
with the losses of the signal beam.

III. CALIBRATION OF THE SHOT NOISE

When a TBHD is shot-noise-limited, it should have a linear
gain G and its output quadrature values are independent [39].
The traditional method of measuring the linear gain G of TBHD
is based on (24). However, this method may be affected by the
intensity noise of the LO and the limited CMRR as shown in
Section II. To accurately calibrate the TBHD, three gain mea-
surement methods are presented in this section. By introducing
high pass filter and comparing the fitting gain lines, the shot
noise limited attribute can be accurately calibrated.

Fig. 2(a) shows a fiber-based TBHD. The signal and LO
beams were injected into a 2 × 2 polarization-maintaining
50/50 fiber coupler, whose two output ports were connected to
two photodiodes. A VOA based on bending the tail fiber of the
coupler was utilized to balance the TBHD [53]. The subtracted
photoelectrons from the two photodiodes are amplified by a low
noise charge amplifier. Then, a shaping amplifier was used to
amplify and reshape the output pulses to a Gaussian shape.

The linear gain G is determined by the charge amplifier and
shaping amplifier, which can be measured directly using the
electronic method as shown in Fig. 2(b). A pulse generator
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Fig. 2. The experimental setups of the shot-noise calibration for TBHD. (a)
Test of the gain Gm of fiber-based TBHD. (b) Test of the gain Ge via electronic
method. (c) Test of the gain Gp via integral photodetector.

generated electronic square-pulsed voltage signals with pulse
width of 1 μs and pulse repetition frequency of 500 kHz. The
electronic signals were attenuated by a precision attenuator
(50DR-119). Then the attenuated voltage signals with amplitude
Ui were guided into electronic amplifiers. The input resistor
Ri had a resistance of 5MΩ, and the input capacitor Ci had
a capacitance of about 100 pF. The input electron number per
electronic pulse Nele could be calculated by

Ui · Ci = Qi = Nele · e, (25)

where Qi is the quantity of electric charge per electronic pulse,
and e is the electric charge of one electron. By varying the
input voltage Ui (Nele), the output peak voltage value Ue varied
accordingly as shown in Fig. 3(a). Do a linear fitting to the
experimental data, a fitting black solid line GE was obtained. Its
slope is the measured gain. To discriminate the real gain G and
the measured gain, the measured gain is notedGe. In experiment,
the measured gain wasGe = 7.3× 10−6 V/electron. The sum of
residual squares for the linear fitting was 6.10× 10−29V2, which
indicates that the amplifiers had good linearity. The relationship
between Ue and Nele can be expressed by

Ue = Ge ·Nele. (26)

When one photodiode of the TBHD is blocked, it becomes an
integral photodetector as shown in Fig. 2(c). A 1550.4 nm pulsed
laser with a repetition rate of 500 kHz and pulse width of 100 ns,
followed by a fiber VOA, was directed into the photodiode PD2

on path 2. The photon number per optical pulse Ni was tuned
from 3× 104 to 2× 105. Fig. 3(b) shows relationship between
the measured output peak voltage value Up versus the photo-
electron number per pulse Nphe, which is the effective photon
number per optical pulse ηPD2Ni. The quantum efficiency of the
photodiode was calibrated to ηPD2 = 80.2%. From the slope of

the fitting line GP, the gain is determined to Gp = 7.21× 10−6

V/photoelectron. The sum of residual squares for the fitting
was 4.55× 10−4 V2. The integral photodetector exhibited good
linearity

Up = Gp · ηPD2 ·Ni = Gp ·Nphe. (27)

It should be noted that the measured peak values Ue and Up

of output voltage pulses contain the electronic noise. They are
measured by averaging many peak values, so various fluctua-
tions of noise will be eliminated. The gains Ge and Gp showed
only slight differences, which can mainly be attributed to a±5%
deviation in the capacitorCi. Thus the measured gainGp is more
accurate than Ge, and fitting line GP can be seen as the safe line.

For the TBHD, only LO port was injected by 1550.4 nm
pulsed laser. A CMRR of 76 dB was achieved by selecting
matched photodiodes. The output pulsed voltage had a repe-
tition rate of 500 kHz and full width of about 400 ns. Fig.
4(a) shows the time traces of the output pulsed voltage. The
photoelectron number per pulse is 107, and the signal to noise
ratio is SNR = 10 log10(Vm/Vele − 1) = 11.5 dB. Here Vm is
the variance of the measured peak voltage value Um, and Vele

is the electronics variance. Fig. 4(b) shows the various noise
variances versus photon number per LO pulse |β|2. The black
squares represents the variance Vm. The red circles represent
the variance Vele. The green triangles represent the measured
variance V m

peak, which can be obtained by

V m
peak = Vm − Vele = G2

m · η · |β|2. (28)

Finding the square roots of both sides of (28) results in
√
V m
peak = Gm ·

√
η · |β|2. (29)

Fig. 3(c) plots the squared data of the green triangle points in
Fig. 4(b). The title of horizontal coordinate of Fig. 3(c) is square

root of photoelectron number per LO pulse
√

η · |β|2, and the
title of longitudinal coordinate is standard variance of V m

peak

or
√

V m
peak. From the slope of the fitting line GM, the gain is

determined to Gm = 7.16× 10−6 V/particle. The sum of resid-
ual squares for the fitting was 7.63× 10−8 V2. Fig. 3(d) shows
that the fitting gain lines GM and GP nearly overlapped with
an error about ±1‰ in the experiment, a stable low-loss fiber
connector and suitable high-pass filter were used to minimize the
measurement error. Fig. 4(c) shows the whole spectra of TBHD
when a continuous 1550.4 nm laser beam was injected into the
LO port. Fig. 4(d) and (e) plot the spectra at low frequency when
one and three orders high-pass filter were used respectively. Due
to the low frequency intensity noise of the pulsed LO and limited
CMRR, the gain Gm is usually higher than the gain Gp. When
the low frequency intensity noise decreases, the gain Gm will
approach the gain Gp. In the calibration process, the gain Gm

of the TBHD using one-order high-pass filter at low frequency
is 5% – 6% higher than the gain Gp. By using the three-order
high-pass filter the fitting line GM is well overlapped with fitting
line GP with error about 1‰.

The experiment results of Fig. 3 demonstrate that the im-
proved TBHD has a good linear gainG. To further ensure that the
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Fig. 3. Linear performance of the electronic amplifiers, integral photodetector and TBHD. (a) Measurement results of the electronic amplifiers and the fitting line
GE. (b) Measurement results of the integral photodetector and the fitting line GP. (c) Measurement results of the TBHD and the fitting line GM. (d) Comparison
of the fitting lines GP and GM.

Fig. 4. Characteristics of the TBHD. (a) Time traces of the output pulsed noise for vacuum field input. (b) Various noise variances versus the photon number per
LO pulse. (c) The whole spectra of the TBHD with continuous laser input. (d) Low-frequency part of (c) with one-order high-pass filter. (e) Low-frequency part
of (c) with three-order high-pass filter. (f) The correlation coefficients of measured peak voltage values of pulsed shot noise and electronic noise.
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TBHD is indeed shot noise limited, the output peak voltage val-
ues should be independent. To ensure the measured peak voltage
values or the corresponding quadratures are independent [39],
we investigated the correlation coefficients between adjacent
values. A sequence of measured peak voltage values denoted
by Xi(i = 1, 2, . . . , n) were used. The correlation coefficient
CC(m) can be calculated as

CC(m)=
E (Xi ·Xi+m)− E (Xi) · E (Xi+m)√

E (X2
i )− E2 (Xi) ·

√
E
(
X2

i+m

)− E2 (Xi+m)
,

(30)
where E(X) represents the expectation value of X [51]. The
value of n is 105, and m takes the value between −5 and 5. The
calculation results are shown in Fig. 4(f). The black star points
represent the correlation coefficients of the measured peak volt-
age values of pulsed shot noise at SNR = 11.5 dB, and the red
square points represent the correlation coefficients of electronic
noise. We can see clearly that a complete correlation occurs when
m = 0, whereas the correlation vanishes for m �= 0. Then we
can conclude that measured peak voltage values (corresponding
to the quadratures of vacuum field) are independent and the
TBHD is surely shot noise limited.

IV. THE SECURITY ANALYSIS OF CVQKD SYSTEM DUE TO

INACCURATE SHOT NOISE CALIBRATION

In the CVQKD systems, various types of variances are nor-
malized to the shot noise variance. If the shot noise cannot be
calibrated accurately, security loopholes may be generated.

In CVQKD experiments, the measured variance V m
peak can be

obtained using (28).

V m
peak = Vm − Vele

= (VB − Ve) · η|β|2G2 = (VB − Ve) · V0, (31)

where Vm is the total variance measured at the receiver side and
Vele is the electronic noise. VB and Ve are the corresponding
normalized values. V0 represents the shot noise variance with
the real gain G. The variance of the signal beam is given by

V = VA + 1, (32)

where VA is the normalized modulation variance and the value
of 1 represents the shot noise variance. They are both the
normalized values. Based on (23), (31) can be rewritten as

(VB − Ve) · V0 = [ηchηsη (VA + ξ) + 1] · V0, (33)

where ξ is the excess noise of the CVQKD system. We use
the calibrated gain Gp and the corresponding shot noise V p

0 to
normalize the measure variance. In this case, (33) becomes

(VB − Ve) · V0

V p
0

= [ηchηsη (VA + ξ) + 1] · V0

V p
0

. (34)

VB and Ve are calibrated as V p
B = VBV0/V

p
0 and V p

e =
VeV0/V

p
0 respectively, and the transmission efficiency is cal-

culated as ηpch = ηchV0/V
p
0 . The estimated excess noise will be

ξp = ξ +
1

ηpchηsη

(
V0

V p
0

− 1

)
. (35)

Fig. 5. Estimated excess noise and secret key rate versus the transmission
distance for V0/V

p
0 less than 1. The parameters of the CVQKD system are

ξ = 0.05, η = 0.8, ηs = 0.74, β = 0.98, VA = 10, and Ve = 0.1.

Then, (34) can be rewritten as

V p
B − V p

e = ηpchηsη (VA + ξp) + 1. (36)

WhenGp > G or V p
0 > V0, the estimated excess noise ξp is less

than the real excess noise ξ. The values of the other parameters
used to calculate the secret key rate also change. The secret key
rate under collective attack is given by [32]

ΔIAB = β · IAB − χBE , (37)

where ΔIAB is the secret key rate, IAB is the Shannon mutual
information between Alice and Bob, χBE is the von Neumann
information eavesdropped by Eve, and β is the reconciliaiton
efficiency. Fig. 5 shows the estimated excess noise and secret
key rate versus the transmission distance at different ratios R =
V0/V

p
0 under collective attack. The green, blue, and red dotted

lines represent the estimated excess noise ξp at ratios of 0.9999,
0.999, and 0.99 respectively. When the calibrated value Gp or
V p
0 is larger, the ratio is smaller, and the estimated excess noise

ξp decreases more rapidly with the distance. The decreasing
of estimated excess noise ξp will lead to overestimation of the
secret key rate, as indicated by the green, blue, and red solid
lines. The black solid line represents the secret key rate when the
shot noise is calibrated accurately (R = 1). When the estimated
excess noises ξp decrease to zero or less than zero, it is set to
zero. This will lead to the changing of the secret key rate trend.
The black dot line represents the real excess noise ξ = 0.05 of
the CVQKD system. By comparing the red, blue and green solid
lines with the black solid line, we can see that when Gp > G,
the calculated secret key rate will be overestimated. It means
that loophole is generated.

When Gp < G or V p
0 < V0, the estimated excess noise ξp is

greater than the real excess noise ξ. Fig. 6 presents the estimated
excess noise and secret key rate versus the transmission distance
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Fig. 6. Estimated excess noise and secret key rate versus the transmission
distance at ratios greater than 1.

at different ratiosR = V0/V
p
0 under collective attack. The green,

blue, and red dotted lines represent the estimated excess noise
ξp at ratios of 1.0001, 1.001, and 1.01, respectively. The black
dotted line represents the real excess noise of the CVQKD
system. When the calibrated value Gp or V p

0 is smaller, the
ratio is larger, and the estimated excess noise ξp increases more
rapidly with the distance. Correspondingly, the secret key rate
decreases more rapidly, as shown by the green, blue, and red
solid lines. By comparing the red, blue and green solid lines with
the black solid line in Fig. 6, we can see that when Gp < G, the
calculated secret key rate will be underestimated, which degrade
the performance of the CVQKD.

In the CVQKD systems, the laser and modulators used to
generate LO pulses may be disturbed by the electromagnetic in-
terference or other factors, and the LO pulses in the transmission
channel may be attacked by Eavesdropper. Then, the intensity
noise of the LO pulses will become larger, and it may exist in
all the frequency band of the TBHD. In this case, the noise V m

0

of the LO pulses will be greater than V0. Eq. (33) becomes

(VB − Ve) · V m
0 = [ηchηsη (VA + ξ) + 1] · V m

0 . (38)

When the gain Gp = G is used to normalize the measured
variance, (38) is transformed to

(VB − Ve) · V
m
0

V p
0

= [ηchηsη (VA + ξ) + 1] · V
m
0

V p
0

. (39)

Here, the the estimated excess noise ξp and secret key rate versus
the transmission distance are the same as the results shown by
the dotted and solid lines in Fig. 6 at the ratios 1.0001, 1.001, and
1.01. However, the meaning is different. When the gainGp = G,
intensity noise of the LO pulse will degrades the performance

of CVQKD. However, no loophole is generated. In paper [56],
there is no safe line GP or V p

0 to normalize the variance, the
intensity noise of LO pulse will generate loopholes.

Notice that, measurement errors during calibration of the
TBHD are usually inevitable. To avoid security loopholes caused
by a high gain Gp, we can decrease the slope of the safe line
GP or gain Gp. The decreased gain is noted as Gd, and the
corresponding shot noise is represented byV d

0 . Eq. (33) becomes

(VB − Ve) · V0

V d
0

= [ηchηsη (VA + ξ) + 1] · V0

V d
0

. (40)

In this situation, the estimated excess noise ξp and secret key
rate versus the transmission distance are the same as the results
shown by the dotted and solid lines in Fig. 6 at the ratios 1.0001,
1.001, and 1.01. It means that the security loopholes can be
closed at the cost of sacrificing the secret key rate if we decrease
the calibrated gain in advance.

If the measured noise V m
0 of the LO pulse is greater than

the shot noise V0 at the ratios R = V m
0 /V0 of 1.0001, 1.001,

and 1.01. And the noise V d
0 is decreased at ratios R = V0/V

d
0

of 0.9999, 0.999, and 0.99 respectively. Then the normalized
expression is

(VB − Ve) · V
m
0

V d
0

= [ηchηsη (VA + ξ) + 1] · V
m
0

V d
0

. (41)

Then the estimated excess noise ξp and secret key rate versus the
transmission distance are represented by the dot-dash and dash
lines in Fig. 6 at the ratios R = V m

0 /V d
0 of 1.0002, 1.002, and

1.02. It means at the situation of LO pulse with higher intensity
noiseV m

0 and decreased shot noiseV d
0 , the secret key rate will be

underestimated. It should be noted that no loophole is generated.
We can see that the method of decreasing the slope of safe line
can be used to ensure that noise V m

0 will not generate loopholes
but only reduce the performance of the CVQKD system.

The above results show that the secret key rate is very sensitive
to the shot noise calibration. Calibrating the shot-noise-limited
attribute of TBHD with high accuracy is critical for ensuring the
safety of CVQKD systems. By decreasing the calibrated gain of
the TBHD, we can effectively avoid the security loopholes due
to the measurement error during the shot-noise calibration.

V. CONCLUSION

In this study, an accurate model and method for calibrating
the shot-noise-limited attribute of a TBHD were established. The
proposed method involves overlapping the gain lines of the inte-
gral photodetector and TBHD to calibrate the shot-noise-limited
attribute. The gain line measured by the integral photodetector
can eliminate the effect of various noises. To eliminate the
influence of remaining intensity noise at low frequencies, a high-
order high-pass filter is utilized. In experiments, a measurement
error of about ±1‰ was achieved. The effect of measurement
error on the security of the CVQKD system was analyzed, and a
countermeasure was proposed to avoid security loopholes. The
proposed methods can be applied to CVQKD systems with or
without LO beam transmitting together with the signal beam,
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Fig. 7. Model of a realistic 50/50 coupler.

and they are expected to contribute to the security of CVQKD
systems and standardization of TBHD.

APPENDIX A
REALISTIC 50/50 COUPLER MODEL

Fig. 7 shows the model of a realistic 50/50 coupler. The
transmission efficiencyηi of the coupler has a deviation from 1/2.
We can’t sure whether the losses of realistic coupler are before
or after the coupler, or both. Then, all the losses before and
after the coupler are considered, and they are equivalent to BS1,
BS2,BS3, andBS4 with transmission efficiencies η1, η2, η3, and
η4. We assume that PD1 and PD2 are ideal photodiodes with
100% efficiency. The nonideal efficiencies of the photodiodes
are combined into the transmission efficiencies of BS1 and BS2,
respectively.

The signal beam âi interferes with the LO beam âl on the
50/50 coupler. The output beams l̂1 and l̂2 interfere with the
vacuum beams v̂1 and v̂2, and output ô1 and ô2, respectively.
Above transformations are given as follows:

[
l̂1
l̂2

]
=

[ √
1− ηi

√
ηi√

ηi −√
1− ηi

]
·
[
âi
âl

]
, (42)

[
ô1
û1

]
=

[ √
1− η1

√
η1√

η1 −√
1− η1

]
·
[
v̂1
l̂1

]
,

and [
ô2
û2

]
=

[ √
1− η2

√
η2√

η2 −√
1− η2

]
·
[
v̂2
l̂2

]
. (43)

The number of photoelectrons N̂1 in PD1 is given by

N̂1 = ô†1ô1 =
(√

1− η1v̂
†
1+

√
η1 l̂

†
1

)(√
1− η1v̂1+

√
η1 l̂1

)

= (1− η1) v̂
†
1v̂1

+ η1

[
(1− ηi) â

†
iâi +

√
ηi (1− ηi)

×
(
â†iâl + â†l âi

)
+ ηiâ

†
l âl

]

+
√

(1− ηi) η1 (1− η1)
(
v̂†1âi + â†i v̂1

)

+
√
ηiη1 (1− η1)

(
v̂†1âl + â†l v̂1

)
. (44)

The number of photoelectrons N̂2 in PD2 is expressed by

N̂2 = ô†2ô2 =
(√

1− η2v̂
†
2+

√
η2 l̂

†
2

)(√
1− η2v̂2+

√
η2 l̂2

)

= (1− η2) v̂
†
2v̂2

+ η2

[
ηiâ

†
iâi −

√
ηi (1− ηi)

(
â†iâl + â†l âi

)

+(1− ηi) â
†
l âl

]

+
√

ηiη2 (1− η2)
(
v̂†2âi + â†i v̂2

)

−
√
(1− ηi) η2 (1− η2)

(
v̂†2âl + â†l v̂2

)
. (45)

The number of subtracted photoelectrons is given by

N̂r = N̂1 − N̂2 = (η1+η2)
√
ηi (1− ηi)

(
â†iâl + â†l âi

)

+
√
ηiη1 (1− η1)

(
v̂†1âl + â†l v̂1

)
+ η1ηiâ

†
l âl

+
√

(1− ηi) η2 (1− η2)
(
v̂†2âl + â†l v̂2

)
− η2 (1− ηi) â

†
l âl

= (η1+η2)
√
ηi (1− ηi) · |β| · X̂θi

+
√

ηiη1 (1− η1) · |β| · X̂θ1

+
√

(1− ηi) η2 (1− η2) |β| · X̂θ2

+ [η1ηi − η2 (1− ηi)] â
†
l âl. (46)

To derive (46), small terms have been neglected. X̂θ is the
quadrature, and θ is the LO phase. To calibrate the shot-noise-
limited attribute, the signal beam is a vacuum field. Then, the
variance of the subtracted photoelectrons is given by

Vr =
[
(η1+η2)

2ηi (1− ηi) + ηiη1 (1− η1)

+ (1− ηi) η2 (1− η2)] ·
∣∣β∣∣2. (47)

Considering the losses of signal path and LO path, the relations
of â3, â4 and âi, âl are given by[

âi
û3

]
=

[ √
1− η3

√
η3√

η3 −√
1− η3

]
·
[
v̂3
â3

]
,

[
âl
û4

]
=

[ √
1− η4

√
η4√

η4 −√
1− η4

]
·
[
v̂4
â4

]
, (48)

Using (48), (46) is rewritten as

N̂r = N̂1 − N̂2

= (η1+η2)
√
ηi (1− ηi)

[√
η4 (1− η3)

(
v̂†3â4 + v̂3â

†
4

)

+
√
η4η3

(
â†3â4 + â3â

†
4

)]
+ η1ηiâ

†
l âl − η2 (1− ηi) â

†
l âl

+
√

ηiη1 (1− η1)
√
η4

(
v̂†1â4 + â†4v̂1

)

+
√
(1− ηi) η2 (1− η2)

√
η4

(
v̂†2â4 + â†4v̂2

)

= (η1+η2)
√
ηi (1− ηi) |γ|

[√
η4 (1− η3)X̂θ3+

√
ηdηcX̂a3

]
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+
√

ηiη1 (1− η1)
√
η4 |γ| X̂θ1

+
√

(1− ηi) η2 (1− η2)
√
η4 |γ| X̂θ2

+ [η1ηi − η2 (1− ηi)]
[√

(1− η4) η4 |γ| X̂θ4 + η4â
†
4â4

]
.

(49)

Assume that the signal beam â3 is a vacuum field and |γ| is the
amplitude of the LO beam â4, the variance of the subtracted
photoelectrons is given by

Vr =
[
(η1+η2)

2ηi (1− ηi) + ηiη1 (1− η1)

+ (1− ηi) η2 (1− η2)

+[η1ηi − η2 (1− ηi)]
2 (1− η4)

]
· η4|γ|2. (50)

A comparison between (47) and (50) shows that the transmis-
sion efficiency η3 of the signal path has no influence on the
variance Vr when the signal beam â3 is a vacuum field. The
transmission efficiency η4 affects the number of photoelectrons,
with η4|γ|2 = |β|2. To calibrate the shot-noise-limited attribute,
a VOA is inserted into one of the output paths of the coupler to
ensure that the two output paths are balanced

ηiη1η4 = (1− ηi) η2η4. (51)

In this case, the variance of the subtracted photoelectrons is given
by

Vr =
[
(η1+η2)

2ηi (1− ηi) + ηiη1 (1− η1)

+ (1− ηi) η2 (1− η2)] ·
∣∣β∣∣2

= 2ηiη1
∣∣β∣∣2

= 2 (1− ηi) η2
∣∣β∣∣2, (52)

where 2ηiη1|β|2 or 2(1− ηi)η2|β|2 is the number of photo-
electrons of the two photodiodes. The efficiency ηi has a small
deviation from 1/2 that can be written as ηi= 1/2±δ. Before
balancing the TBHD, suppose that ηiη1 = (1/2±δ)η1 is greater
than (1− ηi)η2 = (1/2∓δ)η2. The transmission efficiency η1
can be decreased by the a VOA to balance the two output paths.

For the model in Fig. 1, when the two output paths are
balanced, the transmission efficiency of either path 1 or path
2 is

2ηiη1η4 = 2 (1− ηi) η2η4. (53)

The two models have the same number of photoelectrons. We
can see that all the losses in the model of Fig. 7 can be placed
after the coupler in the model of Fig. 1. Thus, the two models
are equivalent when the two output paths are balanced. The
transmission efficiency of path 2 without the VOA can be used
to calibrate the total transmission efficiency. The transmission
efficiency ηi may change due to the environmental tempera-
ture. If the transmission efficiency changes slightly, ηi becomes
ηi = 1/2± δ ±Δ, and 1− ηi becomes 1− ηi = 1/2∓ δ ∓Δ.
For path 1, the transmission efficiency changes ±Δ · η1; for
path 2, the transmission efficiency changes ∓Δ · η2. Because

Δ is a small value, the difference between η1 and η2 is very
small, the approximation Δ · η1 ≈ Δ · η2 represented by ε can
be used. When the VOA is used to rebalance the two paths, the
efficiency of the calibration path is changed from (1/2∓δ)η2
to (1/2∓ δ ∓Δ)η2. This will introduce a measurement error
during the calibration process.
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