PHYSICAL REVIEW RESEARCH 6, 033036 (2024)

Efficient and secure quantum secret sharing for eight users

Yue Qin,l’* Jialin Cheng L Jingxu Ma,! Di Zhao,! Zhihui Yan®,-2* Xiaojun Jia 2.4 Changde Xie,!'2 and Kunchi Pengl’2
IState Key Laboratory of Quantum Optics and Quantum Optics Devices, Institute of Opto-Electronics,
Shanxi University, Taiyuan, 030006, People’s Republic of China
2Collaborative Innovation Center of Extreme Optics, Shanxi University, Taiyuan 030006, People’s Republic of China

@™ (Received 28 August 2023; accepted 25 June 2024; published 8 July 2024)

Quantum secret sharing (QSS) has emerged as a promising avenue for storing secret with quantum-enhanced
security. However, practical applications are hindered by the challenge for simultaneously implementing high-
efficiency, high-security, and high-flexibility QSS with multiple users. Here we present an efficient, secure, and
flexible QSS involving eight users with a continuous-variable eight-partite bound entanglement (BE) state, where
only two nondegenerated optical parameter amplifiers are required. Such abilities are attributed to the generation
of the eight-partite BE state with precise phase controlling systems and a large entanglement network, and fiber
distribution with polarization-division multiplexing. In the QSS, a higher key rate can be demonstrated, when a
secret is extracted through flexible combinations of more collaborative users. Our system may pave the way for
the spatially separated multiuser quantum communications, while minimizing quantum hardware.
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I. INTRODUCTION

Quantum communication is rapidly developing because
of its high security and rate beyond classical approach. Ini-
tially, quantum communication is limited to just point-to-point
connection between two users [1-3]. As the scale increases,
communication performance can be significantly enhanced.
The amount of stored information increases exponentially
when the accessible network scale enlarges. The creation of
increasingly large multipartite entangled states is not only a
fundamental scientific endeavor, but also the enabling technol-
ogy for quantum communication. Quantum communication
has been developed from two users to multiple users, due to
the tailor-made multipartite entangled state [4-9]. To achieve
this, there are endeavors to interconnect the multiple users,
and it is highly demanded to realize a quantum communica-
tion network with more users [10-14].

Secret sharing is a cryptographic primitive with multiple
users, where the secret information is distributed to several
users by the dealer, and only an authorized set of users can
reconstruct the original secret information. Quantum secret
sharing (QSS) has the capability to protect secret information
from eavesdropping and dishonest users based on quantum
entanglement source, emerging as a promising avenue for
storing secret with quantum-enhanced security [15]. So far,
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great efforts have been made to extend the advantages to
more users by using the multipartite entanglement [16—19].
However, the complex configuration, precise control, fragile
distribution, and large cost of quantum resource in current
conditions have made the more-user adoption of the QSS
an experimental challenge. It remains a longstanding goal to
simultaneously implement efficient, secure, and flexible QSS
with more users.

In this paper we demonstrate an efficient and practical QSS
with high security and flexibility based on the techniques
of larger entanglement generation network, precise active
feedforward control, and low-noise polarization-division mul-
tiplexing fiber distribution with continuous-variable (CV)
eight-partite bound entangled (BE) state. CV BE states have
emerged as a promising platform to circumvent the above
restrictions for exploring the secure and flexible multiuser
QSS [20-23]. In realistic implementations, quantum entan-
gled states are more or less mixed, which is caused by
environment decoherence processes [24,25]. BE states emerge
in certain mixed quantum states and are different from
both free entangled (distillable) and separable states [26,27].
They carries elusive and fragile quantum correlations, where
no entanglement can be distilled using local operation and
classical communication. Thus, BE states are suitable in
quantum-enhanced cryptography [28,29], besides superacti-
vation [30,31] and remote information concentration [32]. In
this QSS based on CV BE state, the secret can be effectively
extracted only when more than half of users collaborate in
forming the access structure, whereas the remaining users
cannot obtain any secret even if they work together. Differ-
ing from the previous scheme employing the four-user BE
state [21], we achieve not only a higher secret key rate with
eight distant users but also a versatile communication struc-
ture with flexible network topology and connectivity, in which
the dealer can modify the permitted user number of the access
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FIG. 1. (a) Schematic diagram of generating a multipartite CV
BE state. (b) The eight-user QSS using the BE state generated and
distributed by the dealer.

structure by controlling the squeezing factor. Besides, to show
the feasibility, this BE state is distributed to eight distant
users through fibers. Furthermore, the results demonstrate the
possibility to realize QSS with more users and versatile com-
munication structure by combining the integrated technology.

The schematic diagram of generating the multipartite BE
state is depicted in Fig. 1(a). We prepare the quadrature
squeezed states, and then couple them to obtain an N /2-partite
Greenberger-Horne-Zeilinger (GHZ) state. Each submode of
the resultant GHZ state is coupled with an independent
Gaussian noisy thermal state, which forms a N-partite BE
state. The eight-partite BE state can be effectively generated
by coupling four independent thermal states with the sub-
modes of quadripartite GHZ state, where two nondegenerate
optical parametric amplifiers (NOPAs) are employed. In the
case of N =38, the eight-user QSS based on eight-partite
BE state is illustrated in Fig. 1(b). The dealer modulates the
secret on the eight-partite BE state and then distributes it to
all eight users through quantum channels. The secret can be
extracted by the access structure due to the quantum correla-
tion among these submodes. We start with the generation of
eight-partite BE state. The squeezed modes a;(i = 1, 2, 3,4)
with the squeezing factor r are generated. The four modes
are coupled in a beam splitter (BS) network to form the
quadripartite GHZ state. After coupling the four Gaussian
noisy thermal states and four submodes of the GHZ state in
another BS network, the multipartite BE state consisting of
eight quantum modes (¢, ¢, €3, €4, Cs, Cs, C7, Cg) 1s Obtained.
The quadrature amplitude and phase of modes (¢; )i=12...88S
&j = ¢; + ¢} and phase p; = (¢; — ¢!)/i are defined. Through
the verification of the combined quadrature noises of the eight

submodes, we have obtained a BE state for QSS, as described
in Appendixes A and B. In the QSS scheme based on CV BE
state, when ideal squeezing is applied, the quantum correla-
tions of the BE state can protect the secret from the adversary
structure and enable it to be extracted perfectly by the access
structure. For practical applications of finite squeezing, it is
sufficient to consider the adversary structure attack to ensure
the security of our QSS protocol. The amplitude and phase
components are used to share the secret in our scheme. The
secret key rate is usually used to evaluate the performance
of CV QSS systems, which is the difference between the
classical mutual information obtained by the access structure,
and the Holevo bound quantified by the adversary structure’s
information [33,34]. The secret key rate in different user col-
laborations is observed, and the larger positive key rate of QSS
certifies the better secure performance. The corresponding
secret key rate is given by

K = I(D:A) — [(D:E), 1

where I(D:A) is the mutual information obtained by the access
structure, and I/(D:E) is the Holevo bound, which represents
the maximum possible knowledge obtained by the adversary
structure [34].

For sharing secrets with distant users, the submodes of BE
state can be distributed through free space or optical fibers.
Commercially available free space and fiber-optic systems op-
erate within the near-infrared spectral windows. For instance,
the attenuation at 1080 nm through single-mode fiber is ap-
proximately 1.50 dB/km [35,36]. The polarization-division
multiplexing can simultaneously distribute a slightly weak
local oscillator (LO) and signal mode with a perpendicular
polarization direction via a short fiber cable. In this way, only
the optical loss of the fiber needs to be considered. Moreover,
the challenge of relative phase locking can be significantly
solved [37].

Next, we experimentally demonstrate the QSS for eight
users based on the BE state. The schematic diagram of ex-
perimental setup is shown in Fig. 2. The system is built on a
dual-wavelength laser of 1080 nm and 540 nm. In the efficient
generation scheme of eight-partite BE state, two NOPAs in-
volving the wedged type II nonlinear crystals are employed.
Through a parametric down-conversion process, the quadra-
ture squeezed states (a;(i = 1, 2, 3, 4)) are produced by a pair
of NOPAs. For each NOPA, a 2 mW signal field is injected
into the NOPA in the deamplification state to produce an
approximately 40 uW two-mode squeezed state when the
pump power is about 130 mW. Through the coupling of modes
a; on a 50/50 BS network, we generate four output modes
that collectively constitute the GHZ state (bii =1,2,3,4)).
Subsequently, by coupling the four submodes of the GHZ
state l3i with four independent thermal states of light [ﬁiT (=
1,2,3,4)] using four 50/50 BSs, the eight-partite BE state
is produced. The thermal state is obtained experimentally by
modulating Gaussian noise signals to the coherent state using
amplitude and phase modulators; see the Appendixes for more
details. For realizing the QSS among eight users, the classical
secret message [a; = (x; + ips)/2] and its phase conjugate
[a} = (x; — ips)/2] are modulated on the submodes of the
GHZ state by using amplitude and phase modulators. The
quadrature component x; and p; coded secrets are mutually
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FIG. 2. The experimental setup for QSS using an eight-partite BE state. NOPA, nondegenerate optical parametric amplifier; BS, 50/50
beam splitter; HR, mirror with high reflection; Mod, amplitude and phase modulator; PBS, polarizing beam splitter; BHD, balanced homodyne

detector; LO, local oscillator; FC, fiber coupler.

independent, and the strengths of modulated signals (Vs =
(8%x,) and Vs = (82 p)) can be controlled by the dealer. In
our experiment, two sets of modulated signals have identical
amplitudes, i.e., Vi; = V), The dealer distributes the sub-
modes (6’}(j =1,2,...,8)) of the BE state to eight users. For
measuring the correlation variances of amplitude quadrature
(or phase quadrature), eight output modes E/J are measured
by eight sets of balanced homodyne detectors. For sharing
secrets with distant users, the eight submodes loading secrets
are distributed separately through indoor 1 km coiled fibers, in
which the polarization-division multiplexing is exploited [37].
Quantum states are sensitive to experimental conditions, and
imperfect conditions such as phase instability and transmis-
sion loss can degrade the quality of the BE state. First, we
develop a compact and controllable field programmable gate
array (FPGA) system with real-time phase locking; see Ap-
pendix C for details. Most components are housed inside the
shielded box, so that it provides good long-term stability. Fur-
thermore, it offers good controllability, maintaining a phase
lock fluctuation of only 0.06 rad for all phases, even with
multiple users. Second, the high-gain detectors are developed
to measure weak signals transmitted from high reflection mir-
rors, which realize both the low-loss transmission and high
signal-to-noise ratio phase-locking signals [38].

The correlation variances of the pairs of submodes (¢, ¢3),
(¢1, C4) are identified by the inseparability criteria of the
BE states, as described in Appendixes A and B. Table I
shows the measured correlation variances of BE state, before
and after fiber distribution. These results of the BE state
before fiber distribution correspond to As = 2.51 £ 0.04 <
8, A¢ =2.44+0.04 <8, A7 =2.45+£0.04 <8, and Ag =
2.46 £0.05 < 8, indicating that eight-mode correlations
are still retained. The definitions of correlation variances
A; (j=1,2,...,8) can be found in Table I. The cor-
relation variances Ay + A5 =8.71 £ 0.04 > 8, Ay + Ag =
8.72+£0.04 > 8, As+ A;=18.13+£0.07 > 8, and A4+
Ag = 18.18 £ 0.06 > 8, which means that no entanglement
can be distilled between any two parties with local operation

and classical communication, according to the multipartite
nonseparability criterion [39]. Thus the eight-partite BE state
is experimentally obtained. Although the quantum correla-
tions shown in Table I get worse after fiber distribution, the
QSS can be realized with positive secret key rates in this
scheme.

The (m, n) access structures are shown in Fig. 3(a), where
n is the total number of users, m represents the number of
collaborating users forming the access structure, and m < n.
In our scheme, the effective access structure includes three
scenarios: involving six, seven, and eight collaborative users,
respectively. Access structures of types I and II are consti-
tuted by eight and seven collaborative users, respectively.
For six collaborative users, there exist two distinct access
structures, primarily dependent on whether the two submodes
possessed by dishonest users originate from the same sub-
mode of the GHZ state, which corresponds to type III and
type IV, respectively. The dependencies of secret key rates
on the squeezing factor of BE state without and with fiber
distribution are demonstrated in Figs. 3(b) and 3(c), respec-
tively. These curves are derived from Eq. (1) and the different
combinations of collaborative users are analyzed, in which the
measured correlation variances listed in Table I have been
used. The calculation details and results are given in Ap-
pendixes A and B. Before the fiber distribution of BE state,
if eight users collaborate, they form the access structure type
I, and the secret key rate Kg equals the mutual information
obtained by the access structure. It is evident that the secret
key rate Kg for eight collaborative users with an eight-partite
BE state is higher than K|, for four collaborative users with a
quadripartite BE state. Based on the correlation characteristics
of the BE state, the secret key rates for all eight users Kg
and any seven users K; (type II) are positive. For different
combinations of six users Kg; (type III) and K, (type 1IV)
may be positive by controlling the value of squeezing factor,
and thus the threshold of QSS can be realized by controlling
different r. The access structure with five collaborative users
is the same as that of six collaborative users and can be
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TABLE I. The measured correlation variances of BE state before and after fiber distribution. The eight correlation variances are defined
as Ap = (52([35] - ﬁr_; ), Ay = (52(1301 - ﬁ64 ), Az = (82(5561 _5663 ), Ay = <82(2c1 _264»5 As = <82(ﬁ61 +-£r3 + gxz)?cz + gx4-§eC4 +gx55ec5 +

gx())?ceJ + gﬂfcc-f + gXSJACq; ))7

AG = <82()Accl + 2(?4 + g)rZJACcz + gx3)?¢-3 + g)cS)’eq + gxﬁjec(., + gx7jec7 + g)checS )>,

A7 = (82(Pey + Pey + gp2Pe, +

g114[364 - gp5ﬁ65 - gpﬁﬁq, - gp7ﬁc7 - g])gﬁfg )>s and AS = (82(ﬁcl +ﬁc4 +gp2ﬁcz +gp3ﬁcg - gp5ﬁ65 - gp6ﬁ0(, - gp7ﬁc7 - gpSﬁrg ))v where

8xj» 8p;j are the gain factor for amplitude and phase quadratures X;, p; with the subscript j = 1,2, ..., 8.

A A, A; Ay As Ag A7 Ag
Correlation 490+0.10 497+0.08 894+0.08 895+0.07 —4.44+007 —-457+£0.07 —-455+0.07 —4.54=+0.08
before
distribution (dB)
Correlation after 3.43 £0.09 3.36+0.08 6.13+£0.08 6.15+0.09 —1.61+0.07 —1.61+£008 —-159+£0.08 —1.47+£0.07

distribution (dB)

divided into two types based on whether the dishonest users
constituting the eavesdropping structure come from the inde-
pendent submodes of the GHZ state. For five collaborative
users, the key rates Ks; and Ks, are negative, and no secret
can be obtained. In particular, when the collaborative user
number is larger, the key rate is higher. Furthermore, it can
be seen that the key rates for both quadrature amplitude and
phase are equal, and thus the secret key rates extracted from
both quadrature components are balanced. The experimental
results for the key rates of eight, seven, and six collaborative
users are all positive with different squeezing factors of 0.35,
0.40 and 0.55. Thus, the QSSs within (8, 8), (7, 8), and (6, 8)
thresholds have been achieved. After the fiber distribution of
the BE state, the secret key rates decrease. However, the eight
distant collaborative users can still extract the secret with a
positive key rate, which demonstrates this protocol is feasible
for more users. As shown in Fig. 3(c), the experimental results
of the key rates for more than six distant collaborative users
are all positive with squeezing factors of 0.55, indicating that
the secret can still be extracted. These results further support
the feasibility of this protocol for eight distant users. Our
results demonstrate that the key rate is higher when more

collaborative users participate in the decryption. Thus, the
efficient, secure, and flexible QSS for eight users has been
realized with the distributed BE state.

In summary, we design and demonstrate an efficient and
secure QSS with eight users based on a CV BE state, while
minimizing quantum hardware and simplifying the complex-
ity. The eight-partite BE state is deterministically generated by
combining independent thermal states and quadripartite GHZ
state, where only two NOPAs and precise phase-controlling
systems are required. By distributing the resultant BE state
through fiber channels, the QSS with eight separated users
can be efficiently realized to prove the security against dis-
honest users. This gives us a clear multiuser advantage with
high efficiency, high security, and high flexibility. In the
future, security with all collaborative users can be further
increased with improved squeezing, and the scheme can
be directly extended to more users by combining the in-
tegrated technology. Moreover, the QSS can be extended
to more users through commercial optical fiber [40-43].
QSS enables sharing secrets with distant parties with in-
line and local LO distribution [44-46], and the automatic
feedback system can overcome the long-distance channel
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FIG. 3. The dependence of the secret key rate K on the squeezing factor r of two-mode squeezed state with different combination

of collaborative users. (a) The access structures of eight-user QSS. The blue and black circles represent the collaborative and possible
eavesdropping users, respectively. Panels (b) and (c) stand for secret key rates before and after fiber distribution, respectively. The red solid
trace i shows the secret key rate K for eight collaborative users with eight-partite BE state. The orange dot-dashed trace ii shows the secret
key rate K5 for any seven collaborative users. The yellow and green dotted traces iii and iv show the secret key rates Kq; and K¢, for different
combinations of six collaborative users, respectively. The blue and purple dashed traces v and vi show the secret key rates Ks; and Ks;
for different combinations of five users, respectively. The cyan solid trace vii shows the secret key rate K, for four collaborative users with a
quadripartite BE state. The corresponding experimental results are marked with circles. The experimental results are demonstrated with circles.
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perturbations to synchronize clocks and frames [47,48], as
well as calibrate phase and polarization [49,50]. Overcoming
the efficiency, security and flexibility limitations encountered
by large user number, our results may offer a way towards
practical applications for QSS and may be helpful for build-
ing versatile quantum communication systems involving more
users.
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APPENDIX A: EIGHT-PARTITE BE STATE

We start with the generation of an eight-partite BE
state. The quadrature amplitude and phase squeezed modes
a; (i=1,2,3,4) are generated from two NOPAs in identical

. - ~(0 A~ —r a0 A
configuration as X4, = e’xi(j), Payy =€ ’p(l(zl),xaz(g) =
e"fc%), Parsy :e’ﬁ(z%), where r is the squeezing factor,

353%3 4 and 13(1(2)2,3,4) denote the quadrature amplitudes and

phases of the injected signal modes. The amplitude and
phase of mode & can be expressed as £ =a+a' and
p = (a—a")/i quadratures with the canonical commutation
relation [X, p] = 2i, respectively. The four modes are coupled
in a BS network to form the quadripartite GHZ state, i.e.,
by = ——sa1 + 303 + 3itp, by = S50y + 585 + 31, by =

5l + 303 — gitn, and by = — 504 + 305 — 3idy [51].
After coupling the four Gaussian noisy thermal states
and four submodes of the GHZ state in another BS
network, the multipartite BE state consisting of eight
quantum modes (¢, ¢, €3, €4, Cs, Co, C7, Cg) 1S Obtained.
The thermal states are generated by modulating randomly
amplitude and phase quadratures of a weak coherent state

with noisy signals of Gaussian function distribution from

J

(82(pi — P)) + (82 + &) + gukk + ult + Gumbm + unkn + Gukr + gusky)) > 8,

(52(-)%1' _)%j» + <82(ﬁi + ﬁj + gpkﬁk + gplﬁl - gpmlam - gpnﬁn - gprﬁr - gpsﬁs)) > 8,

arbitrary function generator. According to the inseparability
criteria, the minimum noise in quadrature amplitude
(phase) of the thermal state satisfies the nondistillability
requirement of the BE state. The BE submodes are ¢, =
%(lzl +07), 6 = J%(lzl -0, 8 = %(?2 +01), 64 =
Fbr—0]), 05 = (b +0]). 8 = 5 (bs — 0]). &7 =
5 (bs +0]), 85 = J5(bs — 0]), where 0f, o], 0] and
01 represent the thermal states and quadrature variances
satisfy — (8%2%yr) = (82per) = (522@{“_4) = (52;3052‘3.4) > 1.
The combination noises of quadrature amplitudes [82()@.1 +
ey + Koy + ey + KXoy + Ry +Ee, +36) = 8¢~2"] and phases
[82(1351 + Pe, + Doy + Pey — Des — Peg — Doy — Peg) = 88_2r]
among submodes of the BE state are employed for QSS.

The inseparability criteria are usually used to check
the quantum entanglement among the multipartite
states [39]. To check the eight submodes of the BE state
(¢1, Ca, C3, C4, Cs, Co, €7, Cg), We have to prove whether
any entangled state can be distilled out from the eight
space separated submodes only by local operation and
classical communication (LOCC). For all the pairs
entangléement between (¢1, &), (¢3, &), (és, Co), and (&7, &5)
cannot be obtained by LOCC. Each pair is generated by
mixing a submode of the GHZ state and a single-mode
thermal state on a 50/50 BS, thus there is no any quantum
correlation between them [31]. However, the eight-mode
quantum correlations are still retained. For generating genuine
multipartite BE state using GHZ state, the whole multipartite
states of the quadrature amplitudes combinations are
[87(Re, + Rey 4 Rey + Ry + Res + Reg + R, + £ey) = 8e7]
and quadrature phases combinations are [82(p., + Pe, —
ﬁc@ - ﬁm + ﬁcs + ﬁCG - ﬁﬁ - ﬁcs) = 8672”], [82(_136] -
Pey + Doy + Doy + Des + Deg — Dey — Dey) = Se_zr],
[82(13('1 + ﬁc@ - ﬁcs - ﬁc4 - ﬁcs - ﬁCs + 1307 + ﬁcs) = 8e
[52(_1301 - ﬁcz + ﬁ()3 + ﬁm + ﬁ65 + ﬁCG - ﬁ£‘7 - ﬁCg) =
86_2r], [Sz(ﬁm + P, + Doy + Pey — Des — Peg — Dey — Peg) =
Se—Zr]’ [32(_ﬁc1 — Pe» = Pes = Pes + Pes + Peg + Py +
Pe) = 8727, respectively. The correlation among submodes
will be much lower than the corresponding quantum noise
limit (QNL); however, it satisfies the inseparability criteria
inequalities

—2r]
b

(AD)

(A2)

where g,,, gy, are the gain factor (arbitrary real parameter) for amplitude and phase quadratures %,, p,, and the subscript a =

i, j,k,1,m,n,r s represents the different submodes (¢;)

ji=1.2,...,

¢- For simplification, the same gain factors are chosen g, = g

and g, = gp(a =1, j, k,I,m,n,rs). Itis sufficient to verify the full separability inequalities of the eight-mode BE state. For

example, the total variances of (¢, ¢3) are obtained by

A= <82(ﬁcl - ﬁ63)> + (82(5501 +5503 + ngecZ + ngecél + ngecS + ngec6 + ngec7 + ngecS))

— 56727‘[3 4 e4r+2r’ +2€2r(<82 AuT> + (82)?

+ (g0)% (9 + 2 £ 22 (8%%,1 )],

o)) — 28:(=3 4+ M2 4 267 (8%%,1))

B = <82(2L‘l — %)) + <82(ﬁcl + Pe3 + gpﬁcz + gpﬁc4 - gpﬁcﬁ - gpﬁcG - gﬂﬁc7 - gpﬁCS»

=ez(r+r’)+%62(r+l‘,)(_1+gp)2+%6721‘(1+3gp)2+(_1+gp)2<52AUT>+<82ﬁvT>’

(A3)
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FIG. 4. The dependence of combinations of quantum correlation variance of amplitude (phase) quadrature among BE entangled states
generated by GHZ state on the squeezing factor r and the noise of the thermal states, where the gains g,;, g,/(i = 1,2, ..., 8) are taken as the
optimal gain gyop:, gpopt- The green plane represents the critical surface for which the nonseparability criterion is satisfied. The pink and yellow

curved surfaces represent the quantum correlation variance (A — 8) (a) and (B — 8) (b), respectively, where the expressions of A and B can be
found in Eq. (A3).

where (82%,r), (82p,r) are quadrature variances of the thermal state and (8%%,r) = (62p,r) > 1. By calculating the mini-

mum values of the inequalities’ left-hand side for BE state, the optimized gain factors gxopt, 8popt for BE state are gyop =
—34e¥ 2 122 (828 1) —34e* 2 1262 (82p 1) . . . . .. .
5o 12 (878 1) and gpopt = Srer T T2 (5% 1) According to the inseparability criteria, the minimum noise in quadrature

amplitude (phase) of the thermal state §2%,r (8%p,r) should satisfy the nondistillability requirement of the BE state, which is
given by

(828,7) = (82pyr) = Le ™ (—27e¥ + 16e™ — e 4 e¥\/657 — 28862 + 256eH — 18e4+2 | 32642 4 Sy (A4)

where r and 7’ are the squeezing and antisqueezing factors, respectively.

From Eq. (A3) we can see that the quantum correlation variances and the optimum gains depend not only on the squeezing
factor r, but also on the noise of the thermal states. Figure 4 is the function of the quantum correlation variance of amplitude and
phase quadrature of BE state as the squeezing factor » and the variance of the thermal states. It shows the normalized quantum
correlation variances for different combinations of quadrature components of the BE state generated by the GHZ state, where the

optimal gain factors (gxopt, 8popt) are used for minimizing the corresponding correlation variances. With the increasing squeezing
factor r, the larger noise of the thermal states is required for generating the BE state.

APPENDIX B: THE SECRET KEY RATE K FOR THE QSS

The dealer modulates tpe secret information [a; = (x; 4 ips)/2] on amplitude and phase quadratures of two submodes of
GHZ entanglement state (b;, b,) and modulates [a} = (x; — ips)/2] on amplitude and phase quadratures of other submodes of

GHZ entanglement state (b3, by). Then he sends eight submodes of BE state to eight users (users 1-8), respectively. Thus, the
submodes received by eight users are expressed by

R I . . N R L. N N

e = ﬁ(b‘@ + 0l +ay), Sy = ﬁ( 1) = Di) + ),

. 1 ,~ . . R 1 . . .

&y = E(bm) + U3T(4) +at), o) = ﬁ(bam) — U3T(4) +at). B1)

In the QSS protocol, the different combinations of collaborative users are analyzed. For five collaborative users, the combination
noises of quadrature amplitude and quadrature phase between any submodes are

A A A A A 1 —2r r+2r 25g512vxs 1 A
<82(851xc/] + 8518, + 8518, + 8518, + gs1xc/5)> =3¢ (254 11e¥ ) g2 + — + §g512<82(xfﬂ ),
. . . . . 1, o
(62 (g51Pc; + 851Pc, + &51Pc, + 851D, — Per)) = g 213 4 2 (1 — dgs)? + 8gsi (1 + 2g51)]

2(pyr)) (1
+ % + (5 +4gs51 + 88512>Vps,
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25¢ ZVM 3 .
TR W L 2 e (82 (Rr)),

l i
(6% (g528c, 4 8s2ke, + 852key + gs2fe; + gafe)) = gefzr(25 + 3¢ )gs” + 3 5

1 -2r r+2r'
(6*(g52P¢; + 852D, + 852D, — 852D, — Per)) = 3¢ B+ (1 = 285)° + 4gsa(1 + 5g52)]
1 2\ 52, A 1 2
+ 3 +g52” J{67(Por)) + 7 +4gs2 + 88527 | Vs, (B2)

where gs; (j = 1, 2) are the adjustable classical gains for balancing the noises of amplitude quadrature and phase quadrature.
Calculating the values of the Eq. (B2), the gain factors gs5; (j = 1, 2) are

gs1 = [—18e™ 2" — 262 (82(Ryr)) + 5\/ —TeAr+2r 4 1184 4 262 (82(Ror)) — 10e9 27 (82 (%1 )) + 4 (82(Rp)) 21/
x 4[=7e¥ " 4 27 (5% (X1 )],
gs2 = 25 4 31" 4 24 (8 (Ryr))

- 5\/ —25 + 14ed+2r 4 27e8r+4 — 44627 (52(Ryr)) + 1267 +27 (82(R51)) + 1664 (82(Rp7))>
/2025 4 132 4+ 262 (82 (%o ). (B3)

For six collaborative users, the noises among any submodes are
2(, & N s - s - 3 o drd2r'y 2 2
61X¢| 61X¢, 61Xc, 61Xc, 61Xc, 61xc,)) = 5 61 61" Vass
(8 (g Xe + &o1xc, + 861%c, + ge1ke, + o1 i, + & xG)) Ze B+e )ge1” + 18g61°V,
. . S s 1 _ /
(8% (g615c; + 801Pey + 801 Pey + Pey = Py = Pey)) = g 19+ (1 = 3g61)” + go1 (14 + 11ger))

9 9g61° 1 261°\ , »
~+9 — |V = — — (6" (D)),
+(2+ g61 + > s T > g61 + > (8°(Pyr))

. R R . R R 1 _ ,
(6> (ge2ker + go2te, + gerke, + 8ok, + 8eake, + ge2ke)) = e (94" g6 + 18862 Vi

2
+ 8622 (8% (Gor)),
(6%(862Bc; + 862DPc, + 8e2Pe, + 862be, — Py, — Per)) = € [(1 + 4g62*) cosh(2r + ') — 4g3 sinh(2r + 1)]
+ (2 + 8862 + 8862 Wy + (87 (Por)), (B4)

where the gain factors gg;(j = 1, 2) are

1+ 3e4r+2r/ + 262r<52(5€0T)> _ 2\/_1 — Dedr+2r + 3e8r+4r _ 262r<82()’50T)> + 266r+2r’(82()’20T ))

go1 = 1+ 3e4+27 1 262 (52(Rgr ) ’
2r+42r 205
e + 2(82(%pr))
862 = —5—5- . (BS)
4e2r 2 — (82(%p1))
For seven collaborative users, the noises among any submodes and the gain factor are
(82 (72, + g7k, + 87k, + g7, + g1k, + gk + g7%0)) = §eTF (49 + 367 g + L gr? Vi + 1877 (87 (Ror)),
(6% (g7P¢; + 87D, + 87Dc, + 87DPc, — 87Pc, — 81D, — D)) = §e " [3 + € (1 — 2g77) + g7 + 44g77]
+ (3 4687 + 1887°) Vs + 5(8%(Por)), (B6)

where

g7 = [—49 — 29e* 2 — 6e? (82 (Ryr)) + 7«/8\/ 4edr2r 4 2e8rH4 — 11627 (82(Ror)) — €72 (82(Ro1)) + 66% (82(Ryr))?]
/2[—49 — 11e¥ 2" 4 18e (82(Rgr))]. (B7)
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For eight collaborative users, the noises among all the submodes are
(82 (e, 4 Rey + Rep + R, + Ry + Rep + £ + 2)) = 87 + 32V,
(62(Pe; + Pey + Doy + Pe, — Doy — Pey — Doy — Pey)) = 867 + 32V (BS)
The secret key rate K of the proposed QSS scheme should be the minimum secret sharing rate in each round between the
dealer and users [34,52], the secret key rate can be calculated as K = I(D:A) — I[(D:E), where I(D:A) is the classical mutual
information obtained by the access structure and the amount of possible information eavesdropper can obtain is quantified by the

Holevo bound I(D:E) [53]. For the Gaussian noise in the BE state and the modulated signals, the optimum mutual information
rate can be calculated through the signal-to-noise ratio (SNR,X) as [21]

I(D: A) = jlog,(1 + ). (B9)

The classical mutual information among all eight users I(D:A)g, any seven users I (D:A),, any six users /(D:A)q and any five

users I(D:A)s can be represented as

1 4V
I(D:A)yg = Elogz 1+ prl K

4982V, /2

1
I(D:A); = Elog2 1+

+

€2 (49 + 3e¥ ") g% /8 + g2 (82%yr) /2 )’

1
I(D:A) = Elog2 1

ISg%lVS )
36—2r(3 + e4r+2r/)g%1/2 ’

2

+

1882,V )

efzr(g + e4’+2")g22/2 + 822(825507>

1
I(D: Ay = Slog, ( 1

1
I(D:A)s, = <log,| 1 +

25¢2,V,/2 )

e 2 (25 + 1V 2) g /8 + & (82%y7)/2

25¢%.V,/2

(

(
I(D: A)g = l1og2<1 +

(

(

2

respectively, where ' = r is used in the theoretical calcu-
lation. The Holevo bound /(D : E) between the user’s and
adversary structure’s data is

I(D:E) =S(,(A)E)_/PD(S)SD()@E\D(S))dSa (B11D)
where S(p) is the von Neumann entropy, pgp is the state
obtained by the adversary structure when the secret infor-
mation is prepared by the dealer, and pr is the average
state obtained by the adversary structure [34]. The secret key
rate Kg is the classical mutual information among all eight
users: Kg = I(D:A)g. The secret key rate K, (n/2 < m < n)
for the (m, 8) QSS protocol, where the m users form the
access structure and the adversary structure is the remaining
(8 — m) users. The secret key rate can be calculated as K, =
I(D:A),, — I(D:E)g_,,(m =1, 6,5). Thus, the secret key rate
K7, Kei(i = 1,2), Ks5;(j = 1,2) for the QSS protocol can be
obtained.

We efficiently implement an eight-user QSS, which offers
secure and flexible advantages. First, the higher security is
demonstrated, and the higher key rate is achieved with eight-
partite BE state compared with quadripartite BE state. The
secret key rate Ky and K for all collaborative users with
eight-partite BE state with eight- and four-partite BE states
can be obtained, respectively:

1 4V , 1 2V
Ky = EIng 1+ perl B K, = Elog2 14 )

(B12)

e2(25 4 37422 /8 + 32, (82R,7) /2 )

(B10)

(

Figure 3(b) demonstrates the dependence of the secure
key rate on the squeezing factor of BE state, where the red
and blue traces show that the secret key rates Kz and K for
the eight and four users, respectively. We can see that the
secret key rate with eight-partite BE state Kg is higher than
that with quadripartite BE state K. Our scheme has the clear
advantage that the secret key rate is improved compared with
the previous scheme.

APPENDIX C: EXPERIMENTAL DETAILS
OF CV BE-STATE-BASED QSS

The experimental setup of the QSS based on the CV BE
state is given in Fig. 2. The NOPA consists of an a-cut
KTP and a concave mirror, serving as the nonlinear crystal
and output coupler, respectively. The front surface of the
KTP is coated to be used as the input coupler [21]. Through
a parametric down-conversion process, quadrature squeezed
states [a; (i =1,2,3,4)] are produced [31]. The measured
noise power of one of these squeezed states is shown in
Fig. 5, indicates a squeezing degree of 4.78 4+ 0.05 dB with
a transmission loss of 1%, an average interference efficiency
of 98.5%, and a quantum efficiency of 94% for these pho-
todiodes. The four modes b;, in the quadripartite GHZ state,
are generated by combining modes @; on 50/50 BSs [51].
The eight-partite BE state is produced by combining four sub-
modes of the GHZ entangled state b; and four thermal states of
light [ﬁl.T (i=1,2,3,4)] on four BSs. To realize QSS among
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FIG. 5. The measured squeezing noise of the two-mode squeezed
state output from the NOPA. (i) The corresponding QNL; (ii) the
measured squeezed noise; (iii) the measured antisqueezed noise.

eight users, classical secret information [a; = (x5 + ipy)/2]
and its phase conjugate [a} = (x; — ips)/2] are modulated
onto the submodes of the GHZ entangled state using ampli-
tude and phase modulators. The two components (x; and py)
are mutually independent, and the strengths of modulated sig-
nals (V,; = (8%x,) and Vs = (82 py)) can be controlled by the
dealer. In our experiment, the two sets of modulated signals
have identical intensity: V,; = V),;. The dealer distributes the
submodes [é;- (j=1,2,,8)] of the BE state to eight users.
The output modes é; are measured by eight sets of balanced
homodyne detectors (BHD18) with the help of eight LOs
derived from the same laser. According to the correlation
variances of different inequalities, the measured photocurrent
variances of the respective modes are combined using positive
(+) or negative (—) power combiners. The results are then
analyzed by a spectrum analyzer to record the desired variety
correlation variances. With this experimental setup, the cor-
relation noises of the eight-partite BE state, with an averaged
quantum correlation of 4.53 dB below the QNL are measured,
as illustrated in Fig. 6, to compile Table I.

The phase stabilization system for the BE state is imple-
mented using active feedforward control. The eight-partite
BE state is generated by coupling quadripartite two-mode
squeezed state and thermal states on a beam splitter network.
For generating the BE state, the NOPA status and the rela-
tive phases of beams are locked. The FGPAs provide precise
and fast controls of all the PZTs in the cavity and inter-
ference mirrors through high-voltage amplifiers. In addition,
polarization-division multiplexing is employed to effectively
achieve relative phase locking in fiber transmission. While the
quadrature correlation of the two-mode squeezed state is 4.78
4 0.05 dB (trace ii in Fig. 5), the quadrature correlation of
the BE state is 4.53 £ 0.07 dB [trace ii in Fig. 6(c)]. The
phase fluctuation is inferred from the quadrature correlation
of 4.78 £ 0.05 dB and 4.53 £ 0.07 dB before and after the
beam splitter network, respectively. Thus, a phase fluctuation
of 0.06 rad is obtained.
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FIG. 6. The measured correlation variances of the BE state at
3 MHz. (a) (8*(De, = Pes))s (0) (82(Pey — Pey))s () (87 (Rey + ey +
gxﬂecz + gx4ﬁ54 + ngJACcs + gx()jecG + gﬂjﬁ + ngjcg ))7 (d) (82(564:1 +
254 + gxzjecz + gx35ec3 + gx5£c'5 + gx65ec6 + gx75€c7 + gXB)’ecg )), (e)
(82(201 _5663)% (f) (82(5&61 _)?m))a (g) (82(1361 +ﬁ63 +gp2ﬁc2 +
gp41364 - g/)Sﬁ05 - gPGﬁCG - gp7ﬁz‘7 - gpSﬁcg )), (h) (62(1301 + ﬁm +
8mPey + 8p3Pes — 8psPes — 8p6Peg — 8p1Pe; — &psDey))- (i) The
corresponding QNL. (ii) The correlation noise power before fiber
distribution of BE state. (iii) The correlation noise power after
fiber distribution of BE state. The measurement parameters of the
spectrum analyzer: RBW 30 kHz; VBW 30 Hz.

QSS enables the secure sharing of secrets with distant
parties. Long-distance quantum communication can be re-
alized using either in-line or local LO systems [42,43]. In
the in-line LO scheme, both the quantum signal and strong
LO are generated by the same laser within the sender, and
propagated to the receiver simultaneously, so that the phase
noises of the quantum signal and LO are suppressed [44]. The
transmission efficiency of BE submodes over a long-distance
link can be expressed as n = e_%, where L is the trans-
mission distance and £ is the attenuation factor. The eight
submodes can be transmitted over fibers, as ﬁ; = ﬁé’l +

V1= nV(j =1,2,...,8), where é; is the submode before
the fiber and V represents the introduced vacuum noise. In

our experiment, the quantum properties of quantum states
are limited by the coupling loss of the fiber coupler, the
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transmission loss of the fiber, and the influence of guided
acoustic wave Brillouin scattering [54]. Alternatively, the
local LO scheme generates quantum signal and LO using dif-
ferent lasers at the sender and receiver, respectively. The phase
noise from the different lasers can be removed by using a
pilot [45,46].

Clock synchronization responses for the alignment of the
sampling points at the sender and the receiver, while the frame
synchronization defines the beginning and end of data. Clock
synchronization is implemented by splitting a part of the LO
pulses, and their detection results are fed to generate the
clock synchronization signals [42]. By inserting the specific
training sequences, data synchronization is implemented [47].

In addition, the digital signal processor (DSP) can also realize
the clock and frame synchronization by using algorithms [48].

It is crucial to overcome polarization perturbations due to
changed environmental conditions. While quantum signal is
transmitted in quantum channel, the polarization correction
can compensate the polarization drift through the quan-
tum channel. Both the hardware-based automatic feedback
and algorithm-based DSP systems can correct polariza-
tion [49,50]. Therefore, the automatic feedback system can
overcome the long-distance channel perturbations to syn-
chronize clock and frame, as well as calibrate phase and
polarization. These techniques makes this protocol feasible in
metropolitan areas.
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