Available online at www.sciencedirect.com

sc.ENcE@D.“w

PHYSICS LETTERS A

ELSEVIER Physics Letters A 324 (2004) 420-424

www.elsevier.com/locate/pla

Multiparty secret sharing of quantum information based on
entanglement swapping

Yongmin Li, Kuanshou Zhang Kunchi Peng

Sate Key Laboratory of Quantum Optics and Quantum Optics Devices, Institute of Opto-Electronics, Shanxi University,
Taiyuan 030006, China

Received 20 February 2004; received in revised form 12 March 2004; accepted 17 March 2004
Communicated by P.R. Holland

Abstract

A protocol of multiparty secret sharing of quantum information based on entanglement swapping is analyzed. In this protocol,
Bell states are needed in order to realize the quantum informa@atsharing and it is convenieto realize the quantum secret
sharing among the members of any subset of users.
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1. Introduction eral quantumk, n) threshold scheme and they consid-
ered the connection between quantum secret sharing

In classical secret sharing, a secret message can b(e\"’;n;j iqlr.;anftum rertro:;c:)i:]recu%r; CtOdrfl [3]; -\r/?; qubantlurtn
distributed amongV users in such a way that, only ersion of secret sharing cannot only provide absolute

by combining their piecesf information can thev security, but also likely play a key role in protecting

. r ntum information, e.g., in r ration
users recover the secret message. Recently this con>€¢ etquantu ormation, €.g., In secure operations

cept was generalized to the quantum scenario [1] ,? fdlstn?utetd qu_fillntutrn tcomp(;gapotn,hsh_anngfdn‘ﬂailt-
by using three-particle and four-particle GHZ states rg—cnons guc ?nu astates andjoint sharing ot quantum
and has attracted a great deélattention in theoreti- oney [6], etc.

cal aspects [2-9], and also in experimental implemen- ¢ rfnta?grlsmtﬁmt ﬁw\?pglnvg rrri1:tarr1s :O degt?nrgleltiulazn—
tation [10]. In [2] Karlsson et al. considered quan- um systems that have never interacted before [11,12],

tum secret sharing using two-particle entanglement. which has found a number of applications in quantum

In [3,6] Cleve and coworkers investigated a more gen- information [12,13] such as constructing a quantum
' telephone exchange, speeding up the distribution of

entanglement, correcting ersoin Bell states, prepar-
* Corresponding authr, ing entangled s.tates of a hlghgr numbgr of particles,
E-mail address: kuanshou@sxu.edu.cn (K. Zhang). and secret sharing of classical information.
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In this Letter, a specially chosen quantui ) We observe that the statt¢,) can also be written as
threshold secret sharing scheme with= n based

on entanglement swapping is analyzed. The pro- |¥;) = {191) ® (al11)24 + b|00)24)

posed protocol consumes Bell states, and the splitting 2\/—
of quantum information is realized by entanglement +192) ® (b[11)24+ a|00)24)
swapping, this makes our scheme differing from other +|P3) ® (a|10)24 + b|01)24)
known schemes. Also, it is convenient to fulfill the

; ' ) 01 b|10
secret sharing among the members of any subset of T4 @ (a| J2a+ b )24)
users by employing entanglement swapping. Compar- +|®P5) ® (a|11)24 — b|00)24)
ing with [2] in which Bell states were used for secret +1®6) ® (b|11)24 — a]00)24)
sharing of classical secret, our scheme utilizes Bell _
states for secret sharing of quantum information (an +197) ® (411024 — b|01)24)
arbitrary two-dimensional quantum state). +1®g) ® (al0D24 — b|10)24)}.  (4)

The present Letter is organized as follows. In Sec- \here the set|®;)},i = 1,2, ..., 8, forms a complete

tion 2 we discuss the three-party secret sharing of orthonormal basis of the combined Hilbert space of the

quantum information based on entanglement swap- three spin-12 particles (or two-level systems):
ping. In Section 3 the scheme of three-party secret

sharing is generalized to the caseM{party, and the |P1) =
main advantages of this protocol is discussed. Finally,
in Section 4 we summarize and conclude.

(1000 135+ [111)135),

=Nl

|®2) = E“OODBSJF 1110135),
2. Three-party quantum infor mation secret |P3) = 7(|01Q1S5+ 1103)135).
sharing

|®4g) = 7(|109135+ 1011)135),

For simplicity we will only treat three-party system

in this section. Three parties, say, Alice, Bob and |®5)= (|009135— 1111)13s),

Charlie. At first, Alice possesses five qubits: qubits 1, ‘f
2,3, 4,and 5, where qubits 1 and 2, qubits 3 and 4 are |¢g) = —(]001)135— |110)135),
prepared in one of the following Bell basis V2
1
|@7) = —=(1010135— |102)135),

1
|q>i)=ﬁ(|oo>i|11)), \f

1 |Pg) = ﬁ(qulSS— 1011)135). (5)
|ll/i) = —(/01) +|10)). (1) . . . :

V2 Firstly, Alice sends qubits 2 and 4 to Bob and Charlie,

respectively. After Alice verifies that Bob and Charlie
both receive a qubit, then she performs a GHZ-basis
measurement on her qubits 1, 3, and 5 (let the nature
of the measurement be such that it projects qubits 1,
3, and 5 to the complete orthonormal basis described

|#) =al0) + bI1). @) by Eq. (5)). From Eq. (4), the state of qubits 2 and
Now the combined state of the five qubits is 4 becomes a pure _entangled state of two _particles,
due to the multi-particle entanglement swapping. Now

1 1 the quantum information is transferred to the pure
ls) = ﬁ(|01)12+|10>12)®E(|01>34+ 110)34) entangled state which is shared between Bob and

(

We assume qubits 1 and 2, qubits 3 and 4 are both in
the statg¥ ), qubit 5 is an unknown qubit that Alice
is supposed to sent to Bob and Charlie

Charlie, the distribution of quantum information is
® (al0)5 + b|1)s). ®) completed.
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The important thing to note is that neither Bob nor
Charlie can recover the stal¢) by any general op-
erations on their respective sides without communi-

cating between themselves. They only have the am-

plitude information, that is not sufficient since infor-
mation about the phase is not available. In order to
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Next we analyze the security of the protocol for
a particular eavesdropping. Assuming one of users
(say, Bob) is dishonest and he will cooperate with
Eve or he is Eve himself. If Bob does not adopt any
eavesdropping methods, only when Alice designates
him to obtain the state, h@an eavesdrop the state and

get the phase information, they must cooperate and his cheating will go undetected. But the probability is

only one of them can possess the final qubit for the
no-cloning theorem [1]. We assume Alice obtains the
state|®1) after her GHZ basis measurement and then
she declares it to Bob and Charlie over a public chan-

only 50%, still he will get nothing with a probability

of 50%. He can also capture the qubit Alice sends to
Charlie and then sends Charlie a qubit he has prepared
before. By doing so, only when Alice designates him

nel. Now the pure entangled state that Bob and Charlie to reconstruct the state, he can get the stajeand

share can be written as

|W24) = a|11)24 + b|00)24. (6)

Similar to Ref. [3], first we rewrite the stat@»,) in
the following way:

|W24) = % [%(IOM +11)4) (b10)2 + al1)2)
+ %UOM— |1)4)(b|0)z—a|1)2)}. 7)

If Alice designates Bob to reconstruct the quantum
state, then Charlie penfims a measurement on his
qubit in theX basis and the&X eigenstates are defined

by

|X*) = %UO) +11)). (8)

We assume the measurement result of Charl|@i$
and from Eq. (7) the state of qubit 2 will be projected
onto the stat¢y,)

1
V2
|W2) = (b|0)2 + al1)2). 9)
Now provided Charlie agrees to cooperate with Bob
and communicates his outcome to Bob over a pub-

lic channel. At this stage, Bob can reconstruct the un-
known state by appropriately rotating his qubit.

(01

10

It is explicit that the state described by Eqg. (10) is
exactly the state that Alice has sent to Bob and Charlie.
Thus, Bob can reconstruct the stége with the help

of Charlie.

W) = —=(10)a + (1)),

)|W2> =al0)2+ b|1),. (10)

this will go undetected. If Alice designates not Bob but
Charlie to reconstruct the state, the state reconstructed
by Charlie will differ from the state Alice has sent.
When Alice and Charlie compare a small part of the
states publicly, the eavesdropping can be disclosed.

3. Multi-party generalization of quantum
information secret sharing

In Section 2, we have analyzed the three-party
guantum information secret sharing based on entan-
glement swapping, itis easy to be generalized to multi-
party case. At first, Alice prepa®® same Bell states
and the unknown state that will be shared is still given
by Eg. (2). Now the state of the system is given by [13]

N

2 2
| W) = 1_[ ( [ttim) 1_[|ulcm>>
1 i=1

m=1 \i=
® (al0) + b|1)), (11)

whereu;,, is a binary variable;,, € {0, 1} anduy,, is
its complement defined a§,, = 1 — u;,,. We suppose
the N Bell states are in the staté ™), so the state of
the system can be simplified as

N
%) = [ ] (100 12m) + 111n020))
m=1

® (al0) + b|1)). (12)

Then Alice sends one of the two qubits of each Bell
state toN users, respectively (the qubits which are
sent are numbered 2, the rest are numbered 1). After
Alice verifies that all of theV users have received a
qubit, she performs aiN + 1)-particle GHZ basis
measurement on he¥ + 1 qubits (¢) is numbered
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N + 1). The measurement is such that it projects the decide the value ofo, C1, p, g, u2n, u$,) and finally
N + 1 particles to the(N + 1)-particle (spin-}2) reconstructs the state).
complete orthonormal basis described by Eq. (13): The security of the multi-party secret sharing pro-
tocol against particular eavesdropping attack is similar
p h re to the three-party case: any eavesdropping can leads to

¥N+1) = H |u1”> +=D l_[ ’ul’l)’ (13) the discrepancy between the state that Alice sends and

n=1 n=1 the state that legitimate user reconstructs. Thus Eve
whereu’, € {0, 1},u}, =1—u'y,, h € {0, 1}. After the can be detected by publicly comparing a subset of the
measurement, the reat particles are projected to the  quantum states.

N+1 N+1

state of the type Comparing with protocols of using directly multi-
particle GHZ state [1,3], the advantages of our proto-
¥N) = (UN+1]1¥5) col are as follows [12].
N ul The users can purify partially decohered Bell pairs
=Co 1_[ luzm) + C1 1_[ |45, (14) shared with the information sender Alice to obtain
m=1 m=1 pure shared Bell pairs [14], the problem of decoher-
where ence during propagation of the Bell states can then
be avoided. After the distribution of quantum infor-
Co = (uy(y11)|9)s C1= (—1)h<u/f(N+1) @), mation, pure multi-particle entangled states can be ob-
_ c tained by entanglement swapping without the neces-
Hom = Ham Hom = Ham: sity of purifying them.

From Eg. (14) we can see clearly that the state of In the time of emergency, this method can be
the restV particles collapse to a pure entangled state speedy. During the free time of communication, Alice
which contains all the information of the stalg) can supply qubits to the users who have consumed
after Alice’s measurement. Now the distribution of the  their qubits and ensure everyone shares some Bell
quantum information is completed. The reconstruction states with her. In the time of need, Alice can perform
of the state can go like this, Alice pUb'IC'y declares an (N + ]_)_partide GHZ basis measurement on her
her measurement results, and assign one user (we Ca|b0rresponding[\] qubits and the unknown state to
him A) to obtain the state. The rest — 1 users  (distribute quantum inforation. Because one does not

perform anX basis measurement on their own qubit. know in advance exactly which set of users will need
After the measurements the state of the qubit of user to share a quantum state, for the protocol of using

Ais as follows directly multi-particle GHZ state, one should consider
N-1 all possible combinations of the users and prepare
|Wy) = 1_[ ((02”| + (12n|) multi-particle entangled states in advance, this is very
ne1 uneconomical. For a ten-party system, by using our

N N protocol, we only need 9 Bell states. But for the case

® (Co 1‘[ luzm) + C1 1‘[ |“§m)> of directly using multi-particle GHZ state, we should

Pl Pl prepare 511 different multi-particle GHZ states. Of

¢ course we can prepare the desired GHZ states at the
= Co(=D)luzn) + C2(=D* |M2N>’ (15) time of need anz sgnd them to the users who wish to
here, p is the number of event X occur (event X is communicate, but this is time consuming.

defined by:uy, = 1 and themth user get a X ™)

measurement resuly);is the number of event Y occur

(event Y is defined by, = 0 and thenth usergeta 4. Conclusion

|X~) measurement result). At this stage, tNe— 1

users tell their measurement results to user A, and We present a protocol of multi-party secret sharing
user A performs a certain unitary transformation on of quantum information based on entanglement swap-
his qubit according to the information that Alice and ping. In this protocol, Bell states are needed in order
the restN — 1 users have sent to him (then he can to realize the quantum information secret sharing and
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